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Abstract

Green Bear (Urso Verde) is a platform designed to transform Coimbra into
a smart and digital city, encouraging users through rewards for sustainable ac-
tions that promote local commerce. However, it lacked a server to act as an
intermediary between the user and the database, as well as the development of
a dashboard capable of efficiently managing the entire system.

This study aims to address these gaps by developing a server and a dashboard.
The server, designed to isolate the database, filter traffic, and standardise data,
will be crucial for establishing effective communication with both the dashboard
and users. In turn, the dashboard will enable a system administrator to de-
fine rewards and objectives for users, validate reward transactions, and analyse
detailed usage statistics of the platform in real time. This technological ad-
vancement will not only optimise Green Bear’s operation but also significantly
contribute to its long-term effectiveness and sustainability.

This study also aimed to implement the project in the real world through a
pilot project conducted at Escola Secunddria Jaime Cortesao. Here, the func-
tionalities and usability of the platform were tested, while essential feedback was
collected for refinement before the official launch.

This feedback was evaluated through surveys, and the overall results were
highly elucidative, demonstrating the viability of the platform and its potential
positive impact on the community.

Keywords— Smart city, Intermediary server, Dashboard
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Resumo

O Urso Verde (Green Bear) é uma plataforma concebida com o intuito de transfor-
mar Coimbra numa cidade inteligente e digital, incentivando os utilizadores através de
prémios por agoes sustentaveis que promovam o comércio local. No entanto, carecia de
um servidor que desempenhasse o papel de intermediario entre o utilizador e a base de
dados, bem como de desenvolver um painel de controlo capaz de gerir todo o sistema
de forma eficiente.

Este estudo tem como objetivo principal a resolugao destas lacunas, através do
desenvolvimento de um servidor e de um painel de controlo. O servidor, destinado
a isolar a base de dados, filtrar o trafego e padronizar os dados, sera fundamental
para estabelecer uma comunicagao eficaz tanto com o painel de controlo como com
os utilizadores. Por sua vez, o painel de controlo permitirA que um administrador do
sistema defina prémios e objetivos para os utilizadores, valide transagoes de prémios
e analise estatisticas detalhadas da utilizacao da plataforma em tempo real. Este
avanco tecnolbgico nao s6 otimizara a operagao do Urso Verde, mas também contribuira
significativamente para a sua eficacia e sustentabilidade a longo prazo.

Este estudo visou também a implementagao do projeto no mundo real através de um
projeto piloto, conduzido na Escola Secundaria Jaime Cortesao. Aqui, foram testadas
as funcionalidades e a usabilidade da plataforma, enquanto se recolheram feedbacks
essenciais para o seu aprimoramento antes do langamento oficial.

Estes feedbacks foram avaliados através de inquéritos e os resultados globais foram
amplamente elucidativos, demonstrando a viabilidade e da plataforma e o seu potencial
impacto positivo na comunidade.

Palavras chave— Cidade inteligente, Servidor intermédio, Painel de controlo






“I have fought the good fight, I have finished the race, I have kept the

faith. "
— 2 Timothy 4:7
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Introduction

This chapter serves as an introduction to the entire document. It starts by explaining the purpose
and motivation for this dissertation and then presents the state of the art with a summary of the

literature. The chapter concludes by revealing the structure of the remainder document.

1.1 Motivation

Urso Verde presented an opportunity to apply the theoretical knowledge acquired in the course to a
practical solution for smart cities. The challenge of stepping out of my comfort zone, exposing myself
to real-life scenarios different from the controlled environments of academia, was very motivating.

Additionally, the project offered a high degree of autonomy, allowing a sense of ownership over
the work by making important independent decisions while meeting deadlines and ensuring the
project’s success. This pressure, along with the experience of working in a team, provided an
opportunity to develop important skills such as teamwork, communication, and problem-solving,
contributing to my growth as a person and as a professional.

Collaborating directly with several institutions would offer the valuable opportunity to experi-
ence different dynamics, expectations, work cultures and areas of expertise.

Finally, the opportunity to be part of something for the community that contributes to a greener

and more sustainable future was immensely motivating.

1.2 Purpose

The project aims to promote sustainable habits among the citizens of Coimbra. Urso Verde aims to
incentives citizens willing to participate to engage in social activities tied to Cdmara Municipal de
Coimbra(CMC), such as blood donations, recycling, and the use of public transportation, as well as

activities with other partners such as Mercado Municipal D.Pedro V, schools, or local commerce, by



rewarding their efforts with virtual points tied to a category that can be later exchanged for prizes
of the same category. For example, borrowing a book from the public library will generate a certain
amount of points to a wallet associated with the library, which can be traded for prizes provided
by the CMC structures or partners associated with the same wallet. Therefore, the project can be
considered a social and community project that requires the creation, adjustment, and ongoing work
on a management dashboard to orient, track, and organise the live project and a server supporting
the mobile app and the management dashboard. For this first attempt to test the idea, a pilot
project was conducted to gather results, feedback, and other important information. A small group
of participants was chosen from a class of students at Escola Secunddria Jaime Cortesao (ESJC)
as the control group. The field study focused on understanding how interested the students were
in using the mobile app, how easy it was to use, and how motivating the application and the prizes

were.

1.3 Related Work

1.3.1 Smart Cities

Cortés-Cediel et al. [6] analysed European smart cities, revealing that these cities emphasise social
initiatives and open participation models, prioritising social well-being and democratic engagement.
Information and communication technologies, such as mobile apps, Internet of Things (IoT) devices,
and open data, are key tools for citizen engagement, complemented by offline methods like meetings
and cultural events.

Dunayev et al. 9] concluded that a human-centric approach prioritises specific public services
that meet the citizens’ needs. The involvement of the community, local authorities and businesses is
crucial to ensure coordination in active citizenship. Moreover, the importance of leveraging digital
technologies such as [oT, big data, and artificial intelligence to enhance service delivery and citizen

engagement within smart cities was highlighted.

1.3.2 Fraud detection systems

The literature presents studies on fraud detection across several areas such as credit card transactions
[30] or e-voting [24] but they generally agree that the first layer of protection are prevention systems
whose primary purpose is to prevent fraud from occurring in the first place.|3] Prevention against
fraud can take multiple forms such as control, removal, suppression, destruction, restriction. Behdad
et al.[3] explored different types of electronic fraud including email spam, phishing and network

intrusions.



In the smart cities context there are three assets that need to be secured and protected: people,
resources and services.[31] Attacks can be of two types: aimed to disrupt the lives of city residents
or to disrupt the business operations in the city. Toh [31] focused his study on protection of different
important assets related to smart cities such as connection or data, including encryption protecting
the data content, authentication for the source, signatures that confirm the validity of the data,
and privacy to disassociate data from the identity and location of the user.

The conclusions are that there are some challenges for governments and industries due to the
emerging concerns with security in systems, devices, applications, providers, and users in the smart

cities context.

1.3.3 Dashboards

Dashboards have emerged as essential tools for system configuration, data visualisation, analysis,
and interpretation for individuals, organisations, governments, and companies, allowing users to
make important and informed decisions by monitoring data trends, performance indicators, and
other metrics. Wexler et al. 33| describe a dashboard as “a visual display of data used to monitor
conditions and/or facilitate understanding”. Sarikaya et al. state that "the dashboard concept has
evolved from single-view reporting screens to include interactive interfaces with multiple views and
purposes, including communication, learning, and motivation, in addition to the classic notions
of monitoring and decision support" and their study, conducting an extensive review of existing
solutions and their characterisation reflects the differences between dashboards, highlighting the
custom needs in terms of indicators, designs, components and goals [29]. The critical role of data
visualisation has been increasingly recognised in recent years. A particularly notable example is
the Johns Hopkins COVID-19 Dashboard|17] (figure 1.1), developed by the Center for Systems
Science and Engineering (CSSE) at Johns Hopkins University. This dashboard gathered attention
and acclaim for its significance, innovation, and impact in providing real-time insights and updates
on the progression of the COVID-19 pandemic. In recognition of its contribution, the CSSE was
awarded the Making a Difference Award at the 2020 Esri User Conference [19].
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Figure 1.1: John Hopkins COVID-19 dashboard [17]

1.3.4 Servers for authentication and application programming in-
terface purposes

Gammeter et al. presented a system for mobile augmented reality based on visual recognition
[12]. The proposed architecture illustrated in figure 1.2 delegates recognition tasks to a server
and executes tracking operations thereby improving overall operational speed by dividing object

recognition and tracking between the server and the client.

Server-based recognition service

A
Identified object Image (+ optionally GPS)
Mobile Phone yes
h J ) S
Initialize visual ' N Validation with
tracker sensor tracker
no
'Camera Extract features Dlrgct / [ncremental
; visual tracking
New Frame

Figure 1.2: Proposed architecture [12]



Several studies indicate the advantages of an intermediary Application Programming Interface
(API) when using mobile applications.

AL-atraqchi [4] proposed a model to connect a mobile application to a server through an API
server.

A conceptual framework for a smart city middle-ware was framed by Goumopoulos [14]. This
framework was based on twenty different middle-ware solutions that answered to questions related
to architectural styles and programming paradigms. This framework outlines the key features
necessary for developing a robust middle-ware platform that supports the creation of integrated
and scalable smart city applications. It acts as a cornerstone in urban digitisation, providing an
intermediary software layer that streamlines the development, deployment, and management of

applications designed for smart urban environments.

1.4 Previous Work

Urso Verde was initiated in 2022. The aim of first version was to "explore and demonstrate the use
of IoT, Long Range Wide Area Network (LoRaWAN) public networks, and HiTL technologies in
a sustainable city environment." [27|. Leveraging Bluetooth Low Energy (BLE) technologies, the
system encouraged the users to engage in outdoor activities (spending time in green areas) using
bicycle paths and recycling.

An Android mobile application (figure 1.3) in the user’s phone periodically sends a BLE beacon
advertisement. The physical places where these activities took place were equipped with "Green
Bear nodes", a set of sensors programmed to receive nearby beacons. When capturing one of these
beacons, the information that the user performed a certain activity is sent over LoRaWAN protocols
to a public gateway that later sends the information to a database over Message Queuing Telemetry
Transport (figure 1.4).

This first version (figure 1.5) also featured a simple dashboard capable of listing the active users

and their statistics, (figure 1.5a) as well as a general view of public gateways (figure 1.5b).
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Figure 1.5: First version of the dashboard



This first version successfully implemented a way to track users’ activities, however it had some
issues. The application lacked a user authentication system, assigned a random unique identification
(ID) to the users, and was not very engaging as it only collected information on the users’ activities.

The second version of Urso Verde emerged to address the aforementioned issues. Anténio Moisés
Dias [7] migrated the Android application to a cross-platform framework to feature iOS devices,
introduced the point reward system, the Quick Response (QR) reading system and generally changed
the user interface, creating a logotype and improving the general design of the mobile application.
However, the non-existence of an intermediary server or a dashboard required all the information
to be hard-coded between the mobile application and the database (figure 1.6).This approach is
inefficient and difficult to implement for a production version. Additionally, concerns related to
laws and regulations (including the involvement of under-aged children in studies) necessitated
revising, often changing, or improving some ideas and procedures, while still maintaining the initial

idea of rewarding citizens for their civic behaviours.

L P ®» » Firebase
>

roses

FIWARE

Figure 1.6: Architecture of the second version of Urso Verde [7]

1.5 Document Structure

This dissertation is structured in chapters as follows:

e Chapter 1: Presents the state of the art within smart cities, back-end applied to mobile

apps, the purpose and motivation for this dissertation.

e Chapter 2: Describes the methodology and guidelines followed throughout this dissertation

in order to successfully deliver and conclude the work.
e Chapter 3: Details the requirements the project must respect in order to ensure safety.

7



Chapter 4: Clarifies the proposed solution to the presented problem and introduces the

tools used in the conception of this dissertation.

Chapter 5: Explains the work carried out, the implemented features and the final presented

work.
Chapter 6: Examines the challenges, milestones and problems that appeared.

Chapter 7: Discusses the results and provides an overview of the successful and unsuccessful

parts of the project.

Chapter 8: Summarises the state of the project and suggests future improvements.



Methodology

The investigation conducted for this dissertation, regarding its methodology, followed the principles
of an agile approach where the work had iterative development. As a starting point, the working
team had weekly meetings where each step was strategised and prepared. These meetings were
followed by recurrent gatherings with Coimbra City Lab (CCL), ESJC, and CMC. From all these
moments of planning and organising, the team was able to draft and organise a plan for the creation
of the project structures, which entailed the different needs and purposes of each partner /structure.

The research group was formed by Master’s and Doctoral students from different areas connected

to human-in-the-loop, all under the supervision of Professor Jorge Sé Silva.

2.1 Work Team

2.1.1 Research group

The research group is composed of master’s and doctoral students from different courses under
supervision of Professor Jorge Sa Silva and Professor André Rodrigues. This group meets weekly,
presenting the developed work in this period, gathering suggestions and opinions, providing as-
sistance while sharing their weekly successes and setbacks, fostering a friendly and cooperative

environment.

2.1.2 Coimbra City Lab

CCL is a CMC initiative that promotes and supports the development of innovative and sustainable
technological ideas in a real-world environment. It acts as a facilitator in forming partnerships
aimed at supporting the continuous development of projects. Urso Verde is a project inserted in

this initiative and regular meetings between the development team and CCL were conducted in



order to access the state of the project to coordinate meetings with other partners or manages

possible delays.

2.1.3 Escola Secundaria Jaime Cortesao

The pilot project was conducted at ESJC from May 23, 2024, to June 14, 2024. Prior to this,
a meeting was organized on the school grounds with the school headmaster and the class director
regarding which students would participate in the experience and how their rights would be respected
under the General Data Protection Regulation laws. Additionally, a visit to the installations was
conducted, along with an on-field test, to ensure the correct functioning of the developed work.
Other visits were scheduled for problem tracking and solving and to gather feedback at the end of

the project.

2.2 SCRUM

In the fast-paced and ever-evolving industry of software development, choosing the right methodol-
ogy is crucial for the success of a project.

Historically, management approaches that focus on hierarchical structures and standardised pro-
cesses to maximise productivity such as Taylorism and Fordism have dictated industrial practices.
However, due to their strictness these methods have been proven inefficient and inadequate and
often struggle to keep the pace and falling short in meeting the expectations and changing demands
for today’s software projects.

Agile methodologies, prioritise development cycles and offer an iterative approach with focus on
stakeholder engagement providing a framework for continuous improvement.

Scrum is one agile methodology that embodies flexibility, responsiveness, and collaboration.
Scrum values short, time-boxed iterations called sprints. These sprints typically last two to four
weeks, and at the end of each sprint, it is expected that there will be an increment in the software,
addressing items from the product backlog (prioritised work items). There are regular reviews to
ensure continuous feedback providing a constant improvement.

The key roles in Scrum include the Product Owner which represents the client, defining the
priority of the work items, a Scrum Master responsible for organising the team and the Development
Team, responsible for the delivery of the work. The work conducted in this dissertation followed this
methodology, with continuous oversight from the Product Owner (Sandra Rodrigues, representing
CMC and CCL), the Scrum Master (Professor Jorge S& Silva), and the development team. Its
features were implemented using an iterative approach that allowed for regular adjustments based on

feedback, ensuring that the project remained aligned with expectations and requirements throughout

10



its development cycle.

2.3 Team meetings and work planning

Several meeting were organised between the involved parties in the project to ensure deadlines,
debate ideas and discuss requirements. Apart from the weekly meetings with the research group,
there were also meetings with CMC to present work progress, requirements, ideas, designs and func-
tionalities, and with ESJC to discuss restrictions and responsibilities, present and demonstrate the
project, evaluate flaws and errors and gather important feedback. These meetings are summarised

as follows:

e Meetings with CMC and CCL (Figure 2.1)

— November 10, 2023 - This first online meeting had the purpose of meeting the involved
institutions in the project, discuss the main and general objectives and officialise the

beginning of the work. (Figure 2.1a)

— March 21, 2024 - The second online meeting had the objective of discussing the updates

on the project and the deadlines for the next steps.

— April 11, 2024 - In person meeting at Departamento de Engenharia Eletrotécnica e de
Computadores (DEEC) facilities. Live demonstration of the prototype, demonstrating
the project was ready to be implemented. This meeting set the official implementation

schedule, leaving time for internal testing before the external tests. (Figure 2.1b)

— May 22, 2024 - Meeting at Piscinas Municipais and Convento de Sao Francisco with the

objective of teaching the staff how to use the dashboard, redeeming the user’s prizes.

— June 19, 2024 - Online meeting that served the purpose of discussing the results of the

pilot project as well as plans for future implementations.

e Meetings with ESJC

— May 6, 2024 - Meeting at ESJC with the school board. This meeting presented the
project and discussed the data and image privacy of the students involved in the study
and how that information would be kept anonymous. The parental consent can be found

on appendix B.

— May 21, 2024 - This meeting marked the beginning of the project as it was presented

and explained to the students.

— May 29, 2024 - This meeting was held to investigate alleged issues that were reportedly

occurring with the application.
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— June 13, 2024 - This meeting marked the end of the project. The students participated

in a feedback survey and were thanked for being a part of the study.

(a) Online meeting (b) In person meeting

Figure 2.1: Meetings with CMC

The work plan (figure 2.2) started with the definition of the proposal and the study of the most
suitable tools and frameworks for this project. A few small projects were initiated with the objective
of acknowledging and becoming familiar with these new protocols and programming languages.
Shortly after the first meeting, the development of the project took place. The development of the
server was initiated first to provide support for the development of both the dashboard and the
mobile application. The internal tests started once the project was completed and lasted until the
end of the pilot project along with bug fixing and error resolution. The implementation at ESJC

took place in late June and the analysis of the results began after the project concluded.

Definition of the proposal

Learning the tools and
framewarks

Development of the
senver

Development of the
dashboard

Internal tests at DEEC

Problem solving

Implementation at ESJC

Result analysis

Meetings with CMC

Meetings with ESJC

Figure 2.2: Gantt Chart
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Proposal and Development Tools

3.1 Proposal

The presented solution consists of a mobile application where the users can complete objectives.
This can be achieved in different ways: scanning a QR code, a Near Field Communication (NFC)
tag, a Bluetooth device, or any other viable alternative given the circumstances and conditions of
the specific objective to be fulfilled. Additionally, there is a management dashboard for authorised
administrators where it is possible to manage the ecosystem, whether by adding or removing objec-
tives or prizes, or managing users and statistics, such as counting how many users are completing
each objective or how many objectives each user has completed. A Flask server intermediates all
the communication, connecting both interfaces to the database and handling all back-end logic and
data management.

Given the budget for the project and its main objective of testing Urso Verde in the real world
with a small, controlled group, the focus at this stage was on using QR codes only, while ensuring
versatility for easy future upgrades to other methods of completing objectives.

The proposed custom dashboard should allow administrators on different levels, enabling CMC
partners to validate the redeemed prizes by the users and empowering the main administrator of
the platform to access and analyse critical information at a glance. Interactive visualisations will
present data in a clear and compelling manner, facilitating the identification of trends, patterns, and
anomalies. Real-time data access enables proactive decision-making by allowing users to monitor
performance and identify potential issues as they arise.

A Flask server will act as the intermediary of this ecosystem. It will serve as a centralised data
hub, providing a single point of access for both the dashboard and the mobile application to interact
with the database. This way, data redundancy is eliminated and the whole system operates with
up-to-date information.

The server will also enhance security by acting as a mediator for communication between the
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database layer and the clients, handling user authentication and ensuring all accesses are trustworthy
and authorised. It will handle all complex back-end logic, allowing the dashboard and the mobile
application to focus on providing a user-friendly experience.

The server will be built with scalability in mind, capable of handling increased user traffic and
data volume as the project grows. Security is one of the main concerns as the server should be
employing robust authentication and authorisation mechanisms to protect sensitive data within the
system such as Web Authorization Protocol (Oauth) 2.0. Flask, chosen as the server framework,
offers several advantages. Its clean syntax allows for rapid development and maintainability, while
lightweight nature ensures efficient resource utilisation. Additionally, Flask’s flexibility allows for
customisation and integration with various libraries and tools to address specific project needs.

This proposed solution offers several benefits. The dashboard administrators will be provided
with intuitive interfaces to access and interact with data and real-time information allowing users
to make informed decisions based on accurate data. The chosen technologies ensure the application
can grow in the future with the needs while maintaining robust security measures.

In conclusion, this proposal outlines the development of a comprehensive user-friendly dashboard
and a robust intermediary server. By making use of the strengths of React, and Flask, this solution

is a good start to Urso Verde providing CMC with the tools needed to achieve success.

3.2 Development tools and technologies

3.2.1 Frameworks

React

The front-end interface for the dashboard was built with React[10], a popular JavaScript framework
originally created by engineers at Facebook to solve the challenges involved when developing complex
user interfaces with datasets that change over time[11]. It has component-based architecture which
allows the creation of reusable components and elements. This approach simplifies the development
process and the code maintainability. React utilises a virtual Document Object Model (DOM) to
efficiently update the user interface.

Banks and Porcello explain that "The virtual DOM is made up of React elements, which con-
ceptually seem similar to HTML elements, but are actually JavaScript objects. It is much faster
to work directly with JavaScript objects than it is to work with the DOM API. We make changes
to a JavaScript object, the virtual DOM, and React renders those changes for us using the DOM
API as efficiently as possible." [5] By manipulating the virtual DOM, React minimizes the DOM

manipulations required by the browser which results in a smoother and dynamic experience for the
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user.

Flask

Flask is a framework that has three main dependencies[15]: the routing, debugging, and Web
Server Gateway Interface subsystems come from Werkzeug|23|; the template support is provided
by Jinja2|22|; and the command-line integration comes from Click[21|. Given it being a lightweight
and versatile Python framework, it is ideal for handling server-side operations as it provides a clean

syntax.

Third-Party libraries

To optimise the workflow some third party libraries were integrated. These correspond to open
source code that provides reusable functions, methods and classes reducing development time and
improving efficiency as they simplify otherwise complex tasks. The used libraries are listed in

appendix D.

3.2.2 Tools

Visual Studio Code

Visual Studio Code was the main Integrated Development Environment for code development.
Visual Studio Code offers a wide range of extensions such as syntax highlighting, debugging tools,

and version control integration.

Docker

To ensure the deployment is consistent across various environments, Docker|8] containers were
employed. Docker containers can package an application and its dependencies inside a virtual
container and this technology is called as container technology. Those packages can be build, ship
and run inside distributed environments by developers or system administrators with ease. [32] By
containerising the application, it is safe to assume that the application will behave identically across

different deployment environments.

Firebase

Firebase provides several products such as app hosting, authentication, cloud functions and stor-
age and a Not Only Structured Query Language (NoSQL) database. This combination of tools

facilitated the development of a well-structured, scalable, and maintainable web application.
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Finally, Firebase, a comprehensive platform from Google, was chosen for hosting the application.
Firebase provides robust hosting capabilities for both the static React front-end and the Flask back-
end. Firebase’s hosting infrastructure ensures high availability and scalability for the application.
Additionally, Firebase offers a variety of features that can be integrated into the application, such
as authentication and database management. This combination of tools facilitated the development

of a well-structured, scalable, and maintainable web application.

GitHub

GitHub is a web-based platform that facilitates version control using Git. [13] It enables teams and
individuals to collaborate on code and track the changes. It is one of the most popular platforms
in the software development community valuing open source software making it easy to share code
with others allowing user’s to fork repositories, pull requests and track issues. GitHub desktop

offered an interface that facilitated keeping the code updated with the team.

Site24x7

Site24x7 [1] is known for its monitoring solutions. With a global presence and cloud-native scala-
bility, Site24x7 offers tools and solutions to maintaining websites up and running. Monitoring the
availability of the server, server status, bottlenecks and performance metrics was essential to ensure

minimal downtime which is crucial for maintaining user satisfaction and trust.

3.2.3 Technologies

HyperText Transfer Protocol Secure

Hypertext transfer protocol secure (HTTPS) is a secure version of Hypertext transfer protocol
(HTTP). HTTPS uses Transport Layer Security (TLS), an encryption protocol to encrypt com-
munications. TLS previously known as Secure Sockets Layer secures communications by using an
asymmetric public key infrastructure[2]. This type of encryption uses two keys to secure the com-
munications between two parties: the public key is available to everyone. It encrypts information
that can only be decrypted by the private key which lives on a web server.

After the connection is secured, the client formulates a request message. This message has an
overhead which indicates what is the action to perform. This action can be from one of the types
in table 3.1. The response is a three-digit code (table 3.2) indicating the result of the request

accompanied with the result itself (or not, if not successful).
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Table 3.1: Some of HTTP methods

HTTP method | Description
GET Send named resource from the server to the client.
PUT Store data from client into a named server resource.
DELETE Delete the named resource from a server.
POST Send client data into a server gateway application.
HEAD Send just the HTTP headers from the response for the named resource.

Table 3.2: HT'TP status codes

HTTP status code | Description

1XX Informational - Request received, continuing process

2XX Success - The action was successfully received, understood, and
accepted

3XX Redirection - Further action must be taken in order to complete

the request

4XX Client Error - The request contains bad syntax or cannot be ful-
filled
o XX Server Error - The server failed to fulfil an apparently valid request
Oauth 2.0

OAuth 2.0 is the "industry-standard protocol for authorisation. OAuth 2.0 focuses on client de-
veloper simplicity while providing specific authorisation flows for web applications, desktop appli-
cations, mobile phones, and living room devices. This specification and its extensions are being
developed within the Internet Engineering Task Force OAuth Working Group." [16] Oauth is a
protocol for obtaining authorisation tokens to access protected resources with the resource’s owner
consent. This protocol as several functionalities such as token revocation, token exchange, dynamic
client registration, and token introspection to ensure security when requesting access to private data.
It uses the standardised JavaScript Object Notation (JSON) Web Token format and incorporates
security measures like Proof Key for Code Exchange to prevent attacks. These tokens were used to
ensure that users had secure and authorised access to the resources they needed, enhancing both

security and user experience.
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Requirements

Before starting the project, a profound study was conducted to point out the dashboard functional
requirements (DFR), server functional requirements (SFR) and dashboard non-functional require-
ments (DNFR). This was discussed amongst the weekly group meetings and throughout a literature

study|25] [18] [26]. The dashboard must have the requirements presented in table 4.1.

4.1 Dashboard functional requirements

Table 4.1: Dashboard Functional Requirements

Requirement (DFR) | Requirement Description

1 Login with Admin Access

View Objectives
Add New Objectives

View Prizes

2
3
4
5 Add New Prizes
6
7

View History of Users

Validate Codes for Prize Redemption

The dashboard first functional requirement (DFR 3.1) represent the login. Administrators may be
able to login with their email and password. If the user does not exist or has not administrator
privileges, access to the dashboard shall not be conceded. DFR 2 indicates that the administrator
may be able to verify all the objectives in the system.

DFR 3 can then be sub-divided into eleven sub-requirements (table 4.2). The administrator, by

adding a new objective must give essential information for the correct functioning of the system.
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The dashboard must take the name (DFR 3.1) of the objective which will be shown to the users
in the mobile application as well as the values of each objective (DFR 3.2) and the description
(DFR 3.8). DFR 3.3 specifies the wallet where the points will be credited once the objective is
completed. This wallet is tied to certain objectives and certain prizes to allow different institutions
or CMC partners to offer their respective prizes. DFR 3.4 defines a number of times that a user must
complete the objective before the points are credited and DFR, 3.5 defines the maximum number
of times the user can receive the points from that objective. For example the user could receive
points once has recycled paper three times but is limited to receive the points two times. DFR 3.6
defines a the time-out between objectives. If this time-out is defined to twenty-four hours the user
could complete the objective only once a day. DFR 3.7 indicates the limit date for completing the
objective. After the indicated date, the objective may no longer be completed. DFR 3.9 and DFR
3.10 are tied to each other as they respectively indicate a geographical centre point and a radius
around this point. This radius delimits a circle where the objective may be completed. Finally,
DFR 3.11 specifies the refresh rate for the QR code. If the refresh code is forty-eight hours, the QR

code for completing the objective will change every two days.

Table 4.2: Functional Requirements for Adding Objectives

Requirement | Requirement Description
3 Add Objectives

3.1 Add name of the objective

3.2 Add the value in points for the objective

3.3 Select the type of wallet for the objective

3.4 Specify the number of times the objective must be fulfilled

3.5 Specify the maximum times each user can fulfill the objective

3.6 Define the time user must wait to repeat the objective

3.7 Set due date for the objective

3.8 Provide a description for the objective

3.9 Select the location on a map for the objective

3.10 Define the maximum distance from the location for the objec-
tive

3.11 Specify the refresh rate of the QR code referring to the objec-
tive

Similarly to DFR 2, DFR 4 indicates that the administrator may be able to verify all the prizes

in the system. DFR 5 indicate the functional requirements to add a prize. This to can be sub-
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divided into several sub-requirements (table 4.3). DFR 5.1, 5.2 and 5.6 are information (name,
allusive image and description)that will be presented to the users in the mobile app to give context
of the prizes available. DFR 5.3 define the number of points needed to retrieve the prize and DFR
5.4 defines which wallet will the points be withdrawn from. DFR 5.5, 5.7 and 5.8 define the limit
date to retrieve the prizes, the available stock and the maximum number from the given price each

user can retrieve. The users may not retrieve the prizes if any of these conditions are met.

Table 4.3: Functional Requirements for Adding Objectives

Requirement | Requirement Description
5 Add Prizes
5.1 Add name of the prize
5.2 Add image for the prize
5.3 Specify price of the prize
5.4 Select the type of wallet for the prize
5.5 Set due date for the prize
5.6 Provide a description for the prize
5.7 Specify availability /stock for the prize
5.8 Specify the maximum times each user can acquire each prize

There are two sub-requirements referring to view the history of the users (table 4.4). DFR 6.1
should allow to consult the view the completed objectives of each user while DFR 6.2 should allow

to consult the retrieved prizes of each user.

Table 4.4: Functional Requirements to View History of Users

Requirement | Requirement Description
6 View History of Users
6.1 View completed objectives by a given user
6.2 View redeemed prizes by a given user

The last DFR is related to the need to assess whether or not the prize has been collected. There
are two moments for the user to retrieve the prize. In the first moment, the user will retrieve the
prize in the mobile application and get a random code. In the second moment, the user may go
to the location where the prize will be delivered and validate the code. By doing this, the user’s

privacy and anonymity is preserved as the code is enough to retrieve the prize, without needing any
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other personal details. DFR 7 allows the administrator to known if the prize was already handled

to the user or if it is still reserved.

4.2 Dashboard non functional requirements

Table 4.5 defines the DNFR. It should have an intuitive and user-friendly interface (DNFR 1) and

should be depoyed online in a website (DNFR 2) for easy access and use.

Table 4.5: Dashboard Non Function Requirements

Requirement | Requirement Description

1 User-Friendly Interface

2 Hosted on a website

4.3 Server functional requirements

SFR are stated in table 4.6. These include bi-directional communication with the dashboard (SFR
1), Android and iOS devices (SFR 2) and the database (SFR 3). These communications must
support various data formats (SFR 4), including images and strings (JSON). The server must also
do perform logical computations (SFR 5) for any device requiring it. These include point increments
and deductions, geographical and temporal calculations, history tracking, handling authentication

and authorisation, among others.

Table 4.6: Server Functional Requirements

Requirement | Requirement Description

1 Establish bi-directional communication with the dashboard

2 Establish bi-directional communication with both Android and

10S devices

3 Establish bi-directional communication with the database

4 Support the transmission of various data formats, including

strings and images

5 Possess the capability to perform logical computations as re-

quired
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Implementation

The implementation of this project followed an agile methodology, with several sprints each of them
featuring a few tasks. These tasks were weighted and adapted to fit the available time of each

sprint.

5.1 Architecture

The adopted architecture (figure 5.1) is designed around an intermediary server that independently
connects to the mobile application, the dashboard and the database, all through secure HT'TPS
connections. The server manages and routes the requests between these components ensuring a
secure and efficient flow of data. The project was carried out in collaboration with Matilde Car-
valho, a colleague who was responsible for the mobile application. More details about the mobile

application can be found in her dissertation. [28]

Authentication
Firestore
Storage

HTTPS > SERVER < HTTPS >

—

Database

HTTPS

Dashboard

Figure 5.1: Architecture
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5.2 Data structure

The data in this project was stored in Firestore, a NoSQL database. Firestore organises its data
hierarchically, structuring its data in collections and documents. Documents are individual records
that hold data in a key-value pairs format. Collections are containers for the documents. This
particular system allows complex and nested data structures (Listing 5.1) as each collection can
contain multiple documents and each one of these can include sub-collections. This project database

included eight main collections (table 5.1) that include all the data.

Table 5.1: Database Collections

Database Collections
Admin PrizeHistory
ObjectiveHistory Prizes
Objetives UserAdmin
PrizeHistory Users
Prizes ValidationCodes

Each of the collections hold different types of information organised to facilitate efficient re-
trieval and management. The Admin collection holds the information of the full administrators
of the dashboard in contrast of UserAdmin that holds the information of the administrators that
have partial access. The Objectives and Prizes collections are store information about the various
objectives and prizes available to users. Additionally, ObjectiveHistory and PrizeHistory collections
maintain historical records of objectives and prizes, respectively, for both operational and statistic
purposes. The Users collection stores all the personal information of the users, and finally, the Vali-
dationCodes collection stores one-time-use codes to ensure that all participating users have parental
consent to be part of the study. All of these collections, except for ObjectiveHistory and PrizeHis-
tory, are organised by documents where each document has a unique, randomly generated ID and
stores the information in key-value format. The PrizeHistory collection holds documents whose
IDs correspond to the IDs of the specific users to whom the data refers. Each of these documents
contains a sub-collection for each redeemed prize, containing its information. The ObjectiveHistory
collection also holds documents whose IDs correspond to the IDs of the specific users to whom the
data refer. Inside these documents, however, there is a document related to each of the objectives,

with individual documents for every instance the objective was completed.
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Listing 5.1: Database organisation example

Collection
{
DocumentID—1 {
key: wvalue;
anotherKey: anotherValue;
subCollection {
DocumentID—1.1 {
key: value;
anotherKey: anotherValue;

}

DocumentID —1.2{
key: value;
anotherKey: anotherValue;
subSubCollection{
DocumentID —1.2.1{

key:value;

}

DocumentID—2 {

key: value;

25



5.3 Server communication

The data communication between the server and the mobile app, the dashboard and the database
is established over HTTPS. A self signed certificate was created for this stage of the project.

To ensure the tokens are valid and the server does not provide the requested information without
a valid token, every communication includes a confirmation of the token’s validity. If the token is
not valid, the server sends a response to the mobile app, obligating it to generate a new token. If
this second token is also not valid, the response code will force the mobile app to log out. If it is

valid, the request will proceed and the requested resources will be delivered.

5.4 Server operations to mobile application

The server is responsible for all the logical operations. There are several routines associated with
every POST/GET request. Every time there is an error the server will send an appropriate code
status. There are code status for server errors, permissions denied or unauthorised, missing resources

or resources not found and other errors such as incorrect location.

5.4.1 Register

The server receives the email, password, user type and a verification code. The email and password
will be stored in Firebase Authentication, responsible for the authentication management. The
user type determines which wallets, objectives and prizes the user will have access to within the
application. Finnaly the verification code was implemented given the students involved in this
study need a parental authorisation. These codes were stored in the database and associated with
a boolean flag ensuring each code could only be used once and that all the students would have to
have an authorisation to receive a code. If the register is successful, an email will be sent so that
the account may be confirmed. If all the information is valid, the server creates an account and
sends a confirmation email. After the email is confirmed, the user is able to access the account.
This secure registration process fosters responsible account creation and upholds ethical consid-

erations regarding parental consent for student participation within the study.

5.4.2 Login
The login process takes place through several steps:

e Credential collection: The user inserts its credentials.
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e Firebase Authentication: The server transmits the credentials over to Firebase Authentica-

tion, a service responsible for the authentication management.

e Email Verification: The email is verified to prevent unauthorised access through unverified

emails.

e Token Generation: Once all verification steps are successful, a token is transmitted to the
application. This token acts as a digital key, granting access to the user while establishing a

secure connection.

5.4.3 Deleting the account

Deleting the account means that all information is completely removed. When the user initiates
the account deletion, the process is definitive and irreversible. A sequential procedure ensures the

removal of all the data tied to the respective user.

e History deletion: All user’s historical data is erased including both completed objectives and

earned prizes. This ensures that there is no trace of any activity within the system.

e Database deletion: Following history deletion, all personal information is permanently re-

moved from the database.

e Authentication deletion: Finally the authentication credentials are removed from Firebase

Authentication, the service responsible for the management of login credentials.

By implementing this multi-step procedure, the application protects its users information.

5.4.4 Viewing the objectives

When the user opens the mobile application page displaying the objectives, the app transmits a

request to the server to which the server responds with a message containing two sets of information

e Objectives data: All data referring to the objectives such as names, descriptions or points.

This data will provide the user with a clear understanding of the available objectives.
e User data: This data includes the balance in each user’s wallet.

By including this information in the response, the server ensures the app can visually display

the user’s current point totals, providing valuable feedback and motivation.
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5.4.5 Viewing the prizes

Similar to the process for retrieving objective data, when a user opens the prize page, the app also
requests information to the server. The server responds with a JSON message containing a list of
objects. Each object within this list represents a specific prize, encapsulating all its relevant details

such as the title, the cost value, the image or the description.

5.4.6 Scanning an objective

When a user scans an objective, typically by reading a QR code, the server receives several data

points. This information includes:

e The type of scan: This could be a QR code string read directly on the mobile device, an
image containing a QR code for server-side decoding, or potentially NFC tags or Bluetooth

readings (planned for future development).
e The user’s ID.

e The user’s current geographical coordinates.

If the received information is a Base64-encoded image,the server decodes the image is into
Portable Network Graphics format and attempts to extract a QR code from the image. In cases
where the image does not possess a QR code in the image or the QR code is invalid (does not
correspond to any active objectives) the server transmits a specific error code back to the mobile
application, indicating the encountered scenario.

However, if a valid QR code is received (either from the image or directly as a string), the server
performs additional checks to ensure objective validity. The first step involves comparing the user’s
geographical coordinates with the designated location for completing the objective (as defined in
DFR 3.9 and 3.10). This comparison is performed using the Haversine formula, a mathematical

formula that calculates the distance between two points on a sphere (like the Earth) [20]:

a = sin® <A2¢> + cos(¢1) cos(¢pz) sin? (?) (5.1)

c=2-atan2 (va, V1 —a) (5.2)



where:

- A¢ is the difference in latitudes between the two points: A¢ = ¢o — ¢1
- A\ is the difference in longitudes between the two points: A\ = Ao — Ay
- ¢1 and ¢4 are the latitudes of the two points in radians

- A1 and Ag are the longitudes of the two points in radians

- R is the Earth’s radius (mean radius = 6,371 km)

- d is the distance between the two points

To check if the distance d is within a certain radius r, we compare d with r:

If Equation 5.4 holds true, the coordinate is within the specified radius.

In conclusion, to determine if a coordinate is within a certain radius, we first calculate a using
Equation 5.1, then determine ¢ with Equation 5.2, and finally find the distance d with Equation
5.3. We then check if this distance d satisfies the condition in Equation 5.4.

If the user is in a valid location to complete the objective, the system checks whether the user
has previously completed the same objective. If so, the data from the last completion is retrieved.
This data allows verification of whether the user can still complete the objective or has reached the
maximum limit (DFR 3.5), and whether the user has waited the defined time between objectives
(DFR 3.6). If all these conditions are fulfilled, the objective is considered valid. When the objective
is valid, a history entry is created, saving all the relevant information. Additionally, if the number
of times the objective has been completed is a multiple of the required number to earn points, then

the points are credited to the respective wallet.

5.4.7 Redeeming a prize

When redeeming a prize, the server receives the user’s ID and the prize ID. It then proceeds to
retrieve data from the last prize of the same category and checks the stock availability, and whether
the user has already reached the maximum limit for that specific prize. It also checks the user’s
balance and if all the conditions are met, the server updates the stock, records the number of
redeemed prizes by the user, and adjusts the user’s balance accordingly. Finally, for the purpose of
anonymously identify the user that redeemed the prize, a random code is generated, which the user
can use to claim the prize and a record of the transaction is created with all the relevant details

stored.
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5.4.8 Checking the redeem codes

When the user opens the page displaying all the codes, the server receives a request and retrieves
all records of transacted prizes associated with the specific user from the database. Subsequently,
the server responds to the mobile application with the codes for these prizes along with a boolean

flag indicating whether each prize has been claimed or not.

5.4.9 Periodical changed of the QR codes

Currently, a routine runs every day at hourly intervals. This routine checks all the objectives in the
database as specified in DFR 3.11. If a QR code needs to be changed, this routine will replace it
with a new, unique QR code. This is not an ideal solution. A more efficient solution would be to
utilise cloud functions. Cloud functions can be triggered within the cloud environment, eliminating
the need for having physical hardware constantly running. However, cloud functions are part of a

subscription paid plan and, for this stage of the project, this less optimal solution was adopted.

5.5 Dashboard Logical Operations

The approach for the development of the dashboard started by the definition of the requirements
and discussion of what the goals were for this. What functionalities it should offer and what it
should look like.

Once defined the functional requirements for the dashboard the first step was the creation of
some templates for the front-end pages of the dashboard, in order to create a general idea of what
functions should be created.

React is build in modules, so having something to work on all pages such as dark mode, we
need it to wrap all the components inside. A top-bottom approach was followed creating the outer
components first and proceeding to the specific inside components. First components to be created
were the dark-mode and the language support components. The dashboard can load any language
because every sentence visible to the user are stored in a JSON file. The next logical step was to
create the login page. This should be visible to anyone, unlike the other pages that should not
be visible to unauthenticated users even when trying to access directly through the direct Uniform

Resource Locator link.

5.5.1 Dashboard - Server communication

All data processing occurs on the server. A JavaScript method has been developed to receive

information from any React component and send it to the appropriate route on the server. This
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approach consolidates data handling and communication between the front and back-end in an

efficient manner.

5.5.2 Login credentials

The credentials (email and password) are requested from the user in the front-end (figure 5.2).
After input,the credentials are sent to the server which validates them in FireBase authentication
database using Oauth 2.0. Based on the database response the server raises an adequate flag that

is sent over to the front-end. This flag can be of one of four:

e The credentials do not match (user does not exist or the password is incorrect)
e The user does not have administrator privileges

e The user is not a full administrator and has authorisation only to redeem prizes. These are
the CMC partners responsible for the validation of the codes and hand the prizes over to the

user.

e The user is a full administrator and has access to the entire functions of the dashboard. The

user is able to manage the objectives, the prizes and the users.

When receiving the response, the front-end either concedes the access or displays an error

message.

Urso Verde Inicio  Acesso  Termos e CondigSes o “Portugués &

Acesso

Figure 5.2: Login Screen - Dashboard

5.5.3 Viewing and adding objectives and prizes

When adding an objective or prize, several sets information are requested. These information con-

tribute to both correct functioning and informative purposes. Leaving empty fields will, depending
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on the case, result in either an default value to be inputted or a raised flag, demanding the adminis-
trator to input a value in the accepted format. The administrator can then send the new objective
or prize to the database through the server. In case of any error, an error message it will always be
displayed. The pages that show the objectives and the prizes make a GET request to the server and
map the information to different cards. These cards are custom made React components that adjust
the information for better readability. Figure 5.3 represents some examples of the front-end graphic
user interface visible in the dashboard for viewing and adding objectives or prizes. Figure 5.3a
displays the main screen of the objectives page, where the administrator can add new objectives,
delete existing ones or navigate to other page. Figures 5.3b and 5.3c represent, respectively, the
forms that are required to be filled in order to add a new objective or prize to the database. Figure
5.3d illustrates an example of entering the location data, where the objective must be completed in

order to be considered valid. Figure 5.4 is a close up of figure 5.3c, similar to figure 5.3b, provided

for better understanding.

Urso Verde

[IEUT B @ Adicionar um novo Objeivo.

Requisita um livro Almoga na Cantina

EQHbeB

Prego: 6 pontos Prego: 4 pontos

100000000

(a) Objective Page

nnnnnnnnnn o
Lattude: 40.18644607548824
LLLLL itude: -8.41634273529053

(c¢) Add Prize Form (d) Map - Inserting Location

Figure 5.3: View and Add Prizes and Objectives
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Adicionar um novo prémio

Choose File no file selected

Carteira da Camara &

Confirmar Cancelar

Figure 5.4: Add Prize Form (Close Up)

5.5.4 Validate redeem code

One of the most important features of the dashboard is the validation of redemption codes. When
a user accumulates enough points to claim a prize and chooses to do so, a random code is generated
and associated with both the prize and the user. The user can then visit the designated prize
collection point and provide the code along with their email address. The staff member at the
collection point, who is also an administrator of the dashboard with restricted access, can validate
the code.

It was essential to ensure that the functionality of this page is as simple and intuitive as possible,

minimising the workload for the staff.

5.5.5 Statistics

The dashboard also features statistical views on various subjects. There are three menus that
provide different information: objectives, prizes, and users. All objectives and prizes appear in
these menus, regardless of whether they are expired, out of stock, or under other conditions that
would typically exclude them from the main display.

Regarding users, administrators can review individual histories related to completed objectives
or redeemed prizes. Each menu allows searching by name and sorting by filters such as creation
date, expiration date, or others.

Figure 5.5 shows some screenshots from the user interface when viewing statistical data. Figure

5.5a illustrates the user search menu, with figure 5.5b showing the same page when searching with
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a term. Figure 5.5¢ shows the objective statistical page while 5.5d shows the statistical page the
prizes. Figures 5.5e and 5.5f respectively show detailed information about the made objectives and

prizes redeemed by a specific user.
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(e) Objective History (f) Prize History

Figure 5.5: Statistics of Users, Prizes and Objectives

5.6 Other features

Some other non-functional features were included in the project, such as a top bar that can be
visualised in most of the figures above. This top bar offers a simplistic yet very useful visual
interface where the administrator can toggle between light and dark mode, change the display

language, navigate through the main pages, and logout. The dark mode can be seen in figure 5.5d.
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Also a foldable side bar where the administrator can navigate between the secondary pages. This

side bar can be visualised in its reduced form in 5.5a and in its augmented form in figure 5.5c.

5.7 Server monitoring and infrastructure management

Ensuring continuous availability and performance of the server was essential to keep the whole
ecosystem running throughout the duration of the project. This involved constant monitoring of
the server’s availability. With Site24x7, the server’s availability was continuously monitored by
periodically sending requests to a dedicated GET route every five minutes, tracking response times,
identifying potential bottlenecks, and receiving real-time alerts and notifications for an immediate,
adequate response. Figure 5.6 presents the availability of the server from May to July. The avail-
ability, tracked every five minutes throughout the project’s duration (approximately 25,000 times)
showed uptime of 99.838%. Additionally, the mean response time was 101 milliseconds which is

perfectly acceptable given the context of web and mobile application services.

Site24x7 - Testar Helloserv. Int. Green Bear - Relatério de pégina de detalhes

99.838 % 101 ms O arseg -NA-

Tempo de Resposta

43ms 3370ms
0KB/seg 0.43K8/seg

Figure 5.6: Server monitoring

5.8 Tests

The test were conducted in two distinct phases. Internal tests at DEEC and the tests at ESJC with

a reduced number of twenty-two students.

5.8.1 Internal tests

The internal tests were conducted with members of the research group. They downloaded the
application to their smartphones and proceeded to scan some QR codes and redeem test prizes.
Examples of the objectives included, but were not limited to, closing the doors and windows of
the laboratory or turning off the lights. This engaged the entire group in intensive testing of the
application to identify any errors that could occur in the server or database. During this stage, some

errors were reported and immediately fixed. Having multiple people with different smartphones and
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different operative systems, helped ensure that the server could manage multiple connections at the

same time.

5.8.2 Tests at ESJC

It was decided that in order to increase control of eventual errors that would appear these tests

would only have two objectives available. The objectives, and their restrictions are depicted in table

5.2.
Table 5.2: Objectives on ESJC tests
Objective Points | Expiration | Time to wait between scans
Lunch at the school canteen 1 28-07-2024 20 hours
Request a book from the school library 5 28-07-2024 40 hours

On the other hand there were multiple prizes to engage the participation.

Table 5.3: Prizes on ESJC tests

Prize Points | Stock
1 Robes Family Pack = 4 free entries to the Municipal Pools (2 adults + 2 children) + 2 adult robes 20 1
1 Towels Family Pack = 4 free entries to the Municipal Pools (2 adults + 2 children) + 2 towels 15 1
1 double ticket for the show: IX Coimbra World Piano Meeting on 22/06,/2024 10 2
1 free use of the Pools + 1 free use of the gym 10 1
1 Free use of the Municipal Pools + 1 towel 12 1
1 Free use of the Municipal Pools + 1 robe 14 1
1 free use of the Municipal Pools 8 22

After the start of the tests and after a couple of days, there were some active users but no records
on the server of any attempts to register any objectives. The lack of attempts was concerning and
it was difficult to determine whether there were no attempts because the students were unable to
scan any objective or because they did not even try. Another meeting at the school was promptly

organised to investigate these problems. From this meeting a few conclusions were drawn:

e Some students did not have parental authorisation to participate.
e Some students had incompatible mobile devices.

e The QR codes were placed inside plastic sleeves and some students couldn’t scan the QR

codes due to reflections.

To address the particular situation of the students that had incompatible smartphones (the QR

codes were not being read by the devices), an alternative was quickly implemented. This alternative
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consisted of encrypting the image captured by the smartphone, sending it to the server and, after
decoding, extracting a QR code and processing it in server as detailed in chapter 5.4.6.
Unfortunately, this did not work as the incompatible smartphones were also incompatible with

this solution. [28]
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Milestones and challenges

This chapter covers some of the main challenges encountered as well as some important milestones

and achievements.

6.1 Learning about all the new technologies

One significant challenge encountered during the project was the lack of prior knowledge in JavaScript,
HTML, or CSS. Learning React, a JavaScript framework for building user interfaces, proved partic-
ularly difficult in the early stages given this background. Initially, components, state, props, syntax
and other concepts of React, were unfamiliar and complex. Several tutorials were completed to un-
derstand some of the peculiarities of the language. These tutorials were crucial in providing a basic
understanding of how React works, offering practice skills and hands-on projects and contributed

to archive the ability to program autonomously.

6.2 Connecting the server to the dashboard and mobile

app

Another crucial aspect of the project involved establishing a secure connection between the server,
the web dashboard, and the mobile application. This communication channel utilised HTTP at first
to ensure data transmission. The implementation was not easy at first due to a lack of knowledge
of data transmission protocols and certificates but eventually, after effectively establishing HTTP
connection to both the server and the mobile application, further studies on HT'TPS were undertaken
to ensure enhanced security and proper certificates. This transition to HTTPS provided another

layer of encryption, ensuring data security and protected transmission routes.
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6.3 Teamwork and communication

Working in teams was challenging yet crucial for the success of the project. Communication was
essential for the division of responsibilities and consequently the minimisation of overlap in work
and alignment with the project’s goals and progress. Additionally communication with CMC, CCL

and ESJC was vital for organisation and definition of priority tasks, requirements and actions.

40



Results and Discussion

At the conclusion of the experimentation at the secondary school, the points gathered by the
students were as exhibited in Table 7.1. The students did not claim any prizes before the end of
the allowed schedule to gather points from the proposed objectives. However, the points were still
available for the exchange of prizes until the end of July (still ongoing). Therefore, the points in
the table represent all the points gathered.

From this data, a few conclusions can be drawn. Eight students from the sample collected
enough points to retrieve prizes: three students accrued seven points each, one student accumulated
five points, and another student earned only one point. The interest in the participation was
heterogeneous suggesting the prizes may have not been appealing for everyone. This observation
is reinforced by the user satisfaction survey administered to all the students at the conclusion of
this study. The research group accompanied by members of the CCL were present at the school
to ensure that the participants completed the questionnaire. The survey responses can be found
in appendix A. The main takeaway from the survey is that the majority if the students were not
enthusiastic about the proposed prizes. Future initiatives should consider offering a wider variety
and possibly tailored to the specific group to increase interest and consequently participation rates.

For the duration of the project neither the server nor the database client reported any issues or
problems. However, it is important to consider the work load. In future tests, with increased app
usage, more prizes and additional, upgrading the database to a paid subscription may be necessary.
This upgrade would support increased read and write operations, as well as cloud functions, po-
tentially reducing HTTP requests between the server and mobile app. Equipping the server with a
Graphics Processing Unit could enable faster processing for scanning multiple QR codes simultane-
ously in the server instead of in the application. Overall, the study was successful, and the back-end
for the application performed as expected during the pilot project. While the dataset was limited
due to the study’s small sample size, it provided valuable insights that can inform future initiatives

with larger populations, expanded prize offerings, broader objectives, and diverse environments.

41



Table 7.1: Final points collected by the students in the study

Student | Final accumulated points
Student 1 21
Student 2 20
Student 3 21
Student 4 11
Student 5 8
Student 6 7
Student 7 7
Student 8 7
Student 9 )
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Future Work

There is always something to improve and margin to progress. Overall the project has a lot of room

for progression in different fields.

8.1 Dissemination of results

The work conducted in this dissertation will be part of the application for "Call for IC&DT Projects
- Artificial Intelligence, Data Science and Cybersecurity relevant to Public Administration" within
the scope of PRR Investment - C05-i08 - More Digital Science.

The work developed has also resulted in a paper (Appendix C) that will be published in "IEEE

Internet Computing".

8.2 Partners

In the future getting more partners with more appealing prizes and objectives is essential. One of
the conclusions of this study is that the interest in Urso Verde was highly correlated with the offered
prizes. More objectives is also fundamental for this project. With more objectives to complete, the
engagement will also increase. Targeted marketing to a specific public is also something to consider

given that it may increase the interest and consequentially, the number of active users.

8.3 Server

To aim for more people using the app, the server needs to be able to accommodate the extra
connections and the increasing data processing. If the number of users (and data) grows significantly,
in the future it may be useful to train machine models to target and recommend certain objectives

or prizes to different people given the collected data.
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8.4 Functionalities

More functionalities can be added in the near future. These include other forms of completing the
objectives such as the Bluetooth beacons (implemented in past versions of Urso Verde), NFC or
complements of more than one.

Also the re-inclusion of the chatbot could be interesting if capable of informing the users of the
conditions to claim prizes or complete objectives.

The inclusion of a leaderboard could lead to an increase of interest and consequentially engage-
ment from the users.

Unlocking the already implemented functionality of multiple wallets tied to different partners
could lead to an increment of prizes and objectives, making the application more appealing. In this
scenario, these partners must have access to the dashboard features of managing the objectives and

prizes (only the ones that are tied to them).
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CONSENTIMENTO INFORMADO

Por favor, leia com atengo a seguinte informagdo. Se considerar que algo esta incorreto ou que ndo esta claro, nao hesite em
solicitar mais informagdes. Se concorda com a proposta que lhe foi feita, queira por favor assinar este documento.

Titulo do estudo: Projeto Urso Verde

Enquadramento: O Projeto Piloto Urso Verde, acolhido no #CoimbraCityLab, laboratorio vivo de
inovagao tecnoldgica e de experimentagdo do Municipio de Coimbra, estd a ser desenvolvido por alunos de
mestrado e de doutoramento do Departamento de Engenharia Eletrotécnica e de Computadores da
Faculdade de Ciéncias e Tecnologia da Universidade de Coimbra, sendo coordenado pelo Professor Doutor
Jorge Sa Silva.

Explica¢do do estudo: O Projeto Urso Verde traduz-se em uma plataforma que tem como objetivo
recompensar os municipes por boas praticas de cidadania e habitos de vida saudéaveis, como por exemplo
reciclar, doar sangue, adotar um animal no canil/gatil municipal, entre outros.

O projeto consiste numa aplicacdo mdvel que permite a leitura de codigos QR. Esta aplicagdo movel,
desenvolvida em ambito académico enquanto projeto de mestrado, encontra-se em fase final de
desenvolvimento, sendo necessario proceder a sua experimentagao, no sentido de se aferir a sua viabilidade
e adequabilidade.

Neste sentido, o projeto Urso Verde encontra-se acolhido no #CoimbraCityLab, uma iniciativa do
Municipio de Coimbra, para apoio ao desenvolvimento e experimentagao de ideias e projetos inovadores e
sustentaveis de base tecnologica, em ambiente real, através da disponibilizagdo do espacgo fisico urbano e
do conhecimento técnico e experiéncia dos servigos municipais, € que serve como facilitador na criagdo de
parcerias que permitam dar suporte e continuidade ao desenvolvimento dos projetos.

O Departamento de Educagdo e Saude (DES), da Camara Municipal de Coimbra, esta a colaborar no
desenvolvimento e na experimentacao do projeto piloto Urso Verde, tendo solicitado, para o efeito, a
colaboragao da Escola Jaime Cortesdo, no sentido de o mesmo ser experimentado por um grupo de alunos/as
da escola. Pretende-se, inicialmente, realizar uma experimentagdo dirigida a um publico-alvo com um
numero mais reduzido, envolvendo, para o efeito, uma turma de 22 alunos, do 10° ano da Escola Jaime
Cortesao.

A experimentacdo do projeto decorrera no periodo temporal compreendido entre 27 de maio e 14 de junho
de 2024. Para o efeito, cada aluno devera descarregar a aplicagdo para o seu telemovel de forma a poder
cumprir 0os objetivos propostos, que serdo a “frequéncia da cantina escolar” e a “requisi¢do de livros na
biblioteca escolar”. Por cada objetivo cumprido, os alunos participantes acumulam pontos na aplicag@o que
serdo, posteriormente, convertidos em prémios. Os prémios serdo assegurados pelo Municipio de Coimbra,
durante um periodo temporal que estara indicado na aplicagdo, e consistirdo em entradas gratuitas para
espetaculos no Convento Sao Francisco (a indicar) e entradas gratuitas no Complexo Olimpico de Piscinas
Municipais.

Condicdes e financiamento: A participagdo ¢ voluntdria e gratuita. Em qualquer momento, podera
livremente recusar ou interromper a participagdo na experimentagdo, sem qualquer tipo de penalizagdo por
esta decisdo.

Confidencialidade e anonimato: A confidencialidade e anonimato dos dados serdo garantidos, sendo que
o tnico dado solicitado ¢ um e-mail (qualquer) para registo na aplicagdo. A aplicagdo cumpre com todos os
requisitos legais impostos pelo Regulamento Geral de Protecdo de Dados (EU)2016/679 do PE. e do
Conselho de 27 de abril (RGPD).

Informo que estou disponivel para quaisquer esclarecimentos adicionais e manifesto o meu agradecimento pela sua participagdo.

Professor Dr. Jorge Sa Silva
(Responsavel do Projeto)

Assinatura:



-0-0-0-0-0-0-0-0-0-0-0-0-0-0-0-0-0-0-0-0-0-

Eu, , Encarregado(a) de Educacao
do(a) aluno(a) , N° ,do  ano, Turma  :

O Declaro que aceito que o meu/minha educando/a participe neste projeto e permito a utilizagdo dos dados que de forma voluntaria
fornego, confiando em que apenas serdo utilizados para esta investigacdo e nas garantias de confidencialidade e anonimato que me
sdo dadas pelos investigadores.

[ Declaro que, para os devidos efeitos, autorizo/ndo autorizo (riscar o que ndo pretende) a recolha de imagens video e fotografia do
meu/minha Educando/a durante o experimento piloto, para divulga¢do das mesmas na comunicagio social.

Assinatura:

Data:  / /
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Abstract—Reward-based systems are a promising tool to pro-
mote sustainable behavior in smart cities, using gamification and
incentives to encourage environmentally friendly habits among
citizens. This paper focuses on the UrsoVerde project, a reward-
based system implemented in Coimbra, in partnership with
the Coimbra City Council (CMC), aiming to promote good
citizenship practices and sustainable living habits by rewarding
residents for participating in activities such as recycling, using
public transportation, supporting local businesses, visiting green
spaces, and walking.

The UrsoVerde mobile application, compatible with iOS and
Android devices, uses a point-based system. Users accumulate
”Citizen Points” by scanning Quick Response (QR) codes or
interacting with Internet of Things (IoT) devices at designated
locations across the city. These points can be redeemed for
rewards like discounts at participating stores, tickets to museums,
or entries to the municipal pool.

While UrsoVerde was designed to transform Coimbra into a
smart and digital city, encouraging users through rewards for sus-
tainable actions that promote local commerce, it lacked a server
to act as an intermediary between the user and the database, as
well as a dashboard capable of efficiently managing the entire
system. This study addressed these gaps by developing a server
and a dashboard. The server, designed to isolate the database,
filter traffic, and standardise data, is crucial for establishing
effective communication with both the dashboard and users. The
dashboard enables a system administrator to define rewards and
objectives for users, validate reward transactions, and analyse
detailed usage statistics of the platform in real time.

The project was implemented in the real world through a
pilot project conducted at Jaime Cortesdo School, where the
functionalities and usability of the platform were tested, while
essential feedback was collected for refinement before the official
launch. This feedback was evaluated through surveys, and
the overall results were highly elucidative, demonstrating the
viability of the platform and its potential positive impact on the
community. This technological advancement not only optimises
UrsoVerde’s operation but also significantly contributes to its
long-term effectiveness and sustainability.

Index Terms—Smart Cities; Mobile Application; Dashboard;
Internet of Things; Sustainability; Privacy

[. INTRODUCTION

The UrsoVerde project is a reward-based system imple-
mented in Coimbra, Portugal, in partnership with the Coimbra
City Council (CMC). The project aims to promote sustainable
living habits and good citizenship practices among residents
by rewarding them for engaging in activities such as recy-
cling, using public transportation, supporting local businesses,
visiting green spaces, and walking.

The UrsoVerde mobile application, available on iOS and
Android devices, utilizes a point-based system where users
earn “Citizen Points” by scanning QR codes or interacting with
Internet of Things devices at specific locations throughout the
city. These points can then be redeemed for rewards such as
discounts at participating stores, tickets to museums, or entries
to the municipal pool.

The project is a continuation of previous work and repre-
sents a collaborative effort between the Coimbra City Council,
researchers, and students. The project underwent real-world
testing through a pilot study at Jaime Cortesdo School, provid-
ing valuable feedback for further development and improve-
ment.

This paper is organized as follows. Section II identifies the
related work, mainly reward-based systems and smart cities.
Section III provides an overview of the system. Section IV
details the UrsoVerde implementation. An assessment of the
system is presented in section V, essentially covering the
testing phases and results. The conclusions are presented in
section VL.

II. RELATED WORK

A. Smart Cities

Smart cities are urban areas that use technology to improve
the quality of life for their residents. Human-in-the-loop refers
to systems where humans and machines work together to



achieve a goal. In the context of smart cities, Human-in-the-
loop means involving citizens in the design and implementa-
tion of smart city solutions [1].

Cortés-Cediel et al. [2] analysed European smart cities,
revealing that these cities emphasise social initiatives and
open participation models, prioritising social well-being and
democratic engagement. Information and communication tech-
nologies, such as mobile apps, [oT devices, and open data, are
key tools for citizen engagement, complemented by offline
methods like meetings and cultural events.

Dunayev et al. [3] concluded that a human-centric approach
prioritises specific public services that meet the citizens’
needs. The involvement of the community, local authorities
and businesses is crucial to ensure coordination in active
citizenship. Moreover, the importance of leveraging digital
technologies such as [oT, big data, and artificial intelligence to
enhance service delivery and citizen engagement within smart
cities was highlighted.

United Nations (UN) Sustainable Development Goals
(SDG) reports emphasize that smart cities are pivotal in
achieving sustainable development [14]. The UN provides
platforms like the United Smart Cities (USC) initiative that
aims to support cities in their transition towards becoming
more sustainable, resilient, and inclusive through the use of
technology and data [13]. This project also recognizes that
the success of smart city projects is dependent of Human-
in-the-loop and citizen involvement. By integrating citizen
involvement throughout the process, USC aims to create more
inclusive, equitable, and sustainable urban environments. This
approach strengthens social cohesion and ensures smart city
solutions truly serve the needs of the people.

B. Reward-based applications

Reward-based applications (RBAs) are digital platforms that
utilize gamification techniques to motivate user engagement.
These applications typically offer rewards like points, badges,
or leaderboard rankings for completing desired actions or
tasks. The rewards are designed to provide immediate grat-
ification and encourage repeated use of the application [4].

These platforms have emerged as promising tools for in-
fluencing user behavior, with applications spanning health,
education, or marketing. Some examples of these applications:

o Sweatcoin: this app rewards users for physical activities
such as walking, running, or achieving fitness milestones.
Sweatcoin then converts steps into a digital currency that
can be redeemed for goods and services [12].

o Google Opinion Rewards: this app allows users to win
points by completing surveys. These points can be ex-
changed by credits to buy games, movies, e-books and
Google Services subscriptions [5, 10].

« Acerta e Recicla: this portuguese app by Sociedade Ponto
Verde, encourages and raises awareness about recycling
through a gamification experience. It then gives vouchers
in supermarkets [9].

« MB Way: this portuguese payment app developed by
SIBS, features a challenge “"Raspa e Ganha” where users

can earn vouchers for making purchases. These vouchers
can be redeemed for prizes such as cash or other rewards.
The more frequently a user utilizes the app for transac-
tions, the more vouchers they accumulate, increasing their
chances of winning rewards [7].

A reward-based system can improve sustainability and
healthier habits by using points making it more fun and
engaging, trackable progress to motivate the users, social
interactions as encouragement, and a variety of rewards [6].

C. Dashboards

Dashboards have emerged as essential tools for system
configuration, data visualisation, analysis, and interpretation
for individuals, organisations, governments, and companies,
allowing users to make important and informed decisions
by monitoring data trends, performance indicators, and other
metrics. Wexler et al. [15] describe a dashboard as “a visual
display of data used to monitor conditions and/or facilitate
understanding”. Sarikaya et al. state that ”the dashboard con-
cept has evolved from single-view reporting screens to include
interactive interfaces with multiple views and purposes, in-
cluding communication, learning, and motivation, in addition
to the classic notions of monitoring and decision support”
and their study, conducting an extensive review of existing
solutions and their characterisation reflects the differences
between dashboards, highlighting the custom needs in terms
of indicators, designs, components and goals [11]. The critical
role of data visualisation has been increasingly recognised
in recent years. A particularly notable example is the Johns
Hopkins COVID-19 Dashboard, developed by the Center for
Systems Science and Engineering (CSSE) at Johns Hopkins
University. This dashboard gathered attention and acclaim for
its significance, innovation, and impact in providing real-time
insights and updates on the progression of the COVID-19
pandemic. In recognition of its contribution, the CSSE was
awarded the Making a Difference Award at the 2020 Esri User
Conference [8].

III. UrsoVerde OVERVIEW
A. Mobile Application

The UrsoVerde mobile application was developed using
.NET MAUI, a C# framework that supports both iOS and
Android. The application was built using .NET MAUI to
replace the previous Xamarim version since the technology
was no longer supported. The new application retains the user-
friendly features and usability of its predecessor, now with
a focus on the reward system, and the ability to add new
rewards by including the City Hall to the workflow of reward
management using a Dashboard. The main features of the
platform include user creation and login, a rewards system
for practicing sustainable habits from different activities, as
well as tracking and displaying user statistics.

Sustainable habits are assigned to users through Objectives.
Each Objective is distributed throughout the city in specific
locations and can be completed by scanning QR Codes using
the smartphone camera at the respective Objective location.



The app accesses the smartphone’s location to verify the scan
location during QR Code reading, in order to prevent fraud
when the user is not near the perimeter of the QR Code site.
Each time an Objective is complete, the user wins “Citizen
Points.”

The points earned can be exchanged for rewards. Each
reward obtained is associated with a code generated when
redeeming the reward in the application, which is validated
by operators at the locations described in the reward details.

A preview of the application and its different pages can be
seen in Figure 1.

- - - - - -
- -

Fig. 1. UrsoVerde App on iPhone

B. Dashboard and Server

Additionally, there is a management dashboard for autho-
rised administrators where it is possible to manage the ecosys-
tem, whether by adding or removing objectives or prizes, or
managing users and statistics, such as counting how many
users are completing each objective or how many objectives
each user has completed. A Flask server intermediates all the
communication, connecting both interfaces to the database and
handling all back-end logic and data management.

Given the budget for the project and its main objective of
testing UrsoVerde in the real world with a small, controlled
group, the focus at this stage was on using QR codes only,
while ensuring versatility for easy future upgrades to other
methods of completing objectives.

The proposed custom dashboard should allow administrators
on different levels, enabling CMC partners to validate the
redeemed prizes by the users and empowering the main
administrator of the platform to access and analyse critical
information at a glance. Interactive visualisations will present
data in a clear and compelling manner, facilitating the iden-
tification of trends, patterns, and anomalies. Real-time data
access enables proactive decision-making by allowing users
to monitor performance and identify potential issues as they
arise.

A Flask server will act as the intermediary of this ecosystem.
It will serve as a centralised data hub, providing a single point
of access for both the dashboard and the mobile application
to interact with the database. This way, data redundancy is
eliminated and the whole system operates with up-to-date
information.

The server will also enhance security by acting as a mediator
for communication between the database layer and the clients,
handling user authentication and ensuring all accesses are
trustworthy and authorised. It will handle all complex back-
end logic, allowing the dashboard and the mobile application
to focus on providing a user-friendly experience.

The server will be built with scalability in mind, capable of
handling increased user traffic and data volume as the project
grows. Security is one of the main concerns as the server
should be employing robust authentication and authorisation
mechanisms to protect sensitive data within the system such as
Oauth 2.0. Flask, chosen as the server framework, offers sev-
eral advantages. Its clean syntax allows for rapid development
and maintainability, while lightweight nature ensures efficient
resource utilisation. Additionally, Flask’s flexibility allows for
customisation and integration with various libraries and tools
to address specific project needs.

This proposed solution offers several benefits. The dash-
board administrators will be provided with intuitive interfaces
to access and interact with data and real-time information
allowing users to make informed decisions based on accurate
data. The chosen technologies ensure the application can grow
in the future with the needs while maintaining robust security
measures.

In conclusion, this proposal outlines the development of a
comprehensive user-friendly dashboard and a robust interme-
diary server. By making use of the strengths of React, and
Flask, this solution is a good start to UrsoVerde providing
CMC with the tools needed to achieve success.

C. Activities

After the first meeting with the City Hall, the requirements
for the project were discussed and defined. In contrast to pre-
vious work, the City Hall opted for a more budget-conscious
approach for the first phase, utilizing QR codes instead of IoT
devices. It was decided to implement the activities in Figure
2 in the project.

ACTIVITIES

Participation in extracurricular activities

&,

B 3G

School Library Book Request

Participation in volunteering actions at school level

Shopping at D. Pedro V Market

Adoption of Animals from the Municipal Kennel/Cattery

Meals at restaurants at Mercado D. Pedro V

—
1

.'

—_—

Use of the School Cafeteria

)
EB

Shopping at School Stationery

Use of Recycling bins

Use of Public Transportation (SMTUC)

fac

Fig. 2. Activities

Activities that required an interaction with the person re-
sponsible for the space or activity such as participation in
extracurricular activities or volunteering, school library book
requests, adoptions at the Municipal Kennel/Cattery, meals at
the school cafeteria, shopping at the school stationary, and
activities at Mercado D. Pedro V would be registered using
QR codes and would be implemented in the first phase of the



pilot tests. QR codes change periodically, and the application
uses location services to avoid fraud. Activities that cannot
be monitored such as the use of recycling bins and public
transportation would be registered through the IoT devices
using Bluetooth and would be implemented in a second phase
of the pilot tests. The number of points attributed would
change according to the activity. An activity such as adopting
an animal would be more weighted than requesting a book
from the school library.

D. Architecture

The app communicates securely with a server that interacts
with a Firebase database to store and retrieve data using
HTTPS, as shown in Figure 3. The system also has a dash-
board that allows administrators of the system to add or edit
objectives and prizes, as well as to see user and system
statistics.

Fig. 3. Architecture

IV. UrsoVerde IMPLEMENTATION

The UrsoVerde app establishes a secure and efficient con-
nection with a HTTPS server developed using the Flask
framework. Flask is a lightweight and flexible Python web
framework, it enables rapid development of the server-side
logic, including API endpoints for data exchange, request
handling, and authentication mechanisms.

The app communicates with the Flask server through a
REpresentational State Transfer API (REST). REST provides
a standardized way for apps to send requests (e.g., GET, POST,
PUT, DELETE) and receive structured responses in JavaScript
Object Notation (JSON) format from the server.

This server, hosted in the Department of Informatics En-
gineering of Coimbra University, acts as the central hub for
data processing, user authentication, and other critical backend
operations for the app. For example, the server does the QR
Code processing to verify if a QR Code is valid, relieving the
app of the computational burden.

The users’ mobile application allows the viewing of all the
objectives and prizes. On each of these pages, by clicking
on a specific objective or prize, it is possible to consult the
individual information for each objective or prize. The mobile
application also features a scanning page, allowing the users
to scan the QR codes. In order to avoid potential fraud, these
QR codes must obey some rules such as proper location, the
maximum number of times each user is allowed to perform a
certain objective, and a pre-defined time that the user must wait
between performing the same objective two different times.
If the user respects all the requirements, the points will be

credited to a wallet tied to a category. Both the objectives
and prizes are tied to a category, which means that to claim
a prize, the user has to perform actions related to that same
category. When redeeming the prizes, the users will receive a
random code, which they can consult in the app. With one of
these single-use codes, the users can redeem a prize directly
with the person responsible for handling that specific prize.
The pages of the application are displayed in Figures 4 and 5.

Register Page Login Page Home Page Objectives

Fig. 4. Application Pages

Digitalizar Objetivos

ES

Scan Page Rewards Page Redeemed rewards Page

Fig. 5. Application Pages

The people responsible for handling the prizes to the users
have access to a limited version of the dashboard6, which
allows them to insert the users’ codes and register them
as handled. The full version of the dashboard allows the
management of the system, adding or removing objectives and
prizes, and viewing the history of the users.

Urso Verde

Validar cédigo de prémio

Fig. 6. Dashboard Redeeming Prize Page

A. Application Flux

Application flux provides a comprehensive overview of the
app’s internal workings from a user-centric perspective. The
diagram illustrated in Figure 7 shows the application’s flux.
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Fig. 7. Application Flux Diagram

The flux of the application is as follows:

1) The user launches the app and is presented with the First
Page. He chooses either to navigate to the Login Page (if
they have an existing account) or to the Register Page(to
create a new account).

2) Upon successful login, the user is directed to the main
app area Tabbed Page, landing on the default page:
Home Page where information about the user’s wallets
and the objectives are displayed.

3) From the Tabbed Page, users can freely navigate to the
Scan Page where they can Scan QR Codes and Take
a Picture of the QR Code (only on Android) and to
the Rewards Page where the they can view and redeem
rewards.

4) The Settings Page can be accessed from the Home Page.
In this Page users can see the terms and conditions
of the app where it opens an external browser, send
feedback where it opens the email app and take actions
regarding their account:change password, delete account
and logout. When one of this actions is done, the app
goes back to the First Page.

V. ASSESSMENT

This project incorporated two distinct testing phases: in-
ternal testing conducted at the Department of Electrical and
Computer Engineering (DEEC) with the research group, fol-
lowed by a pilot test implemented at School Jaime Cortesdao
with a select group of students.

A. Internal Tests

The internal testing phase involved a group of six students
and two professors from DEEC, who utilized beta versions of
the app to assess its functionality and usability.

The application’s Objectives were modified for the partic-
ipating group, incorporating tasks such as turning off lights
and closing doors scattered throughout the group’s room. This
adaptation enhanced engagement and allowed for a more com-
prehensive evaluation of the app’s functionality in a controlled
environment. Additionally, the rewards system was modified
to make the experience more enjoyable and incentivizing for
testers.

No significant issues were encountered during the internal
tests.

B. Tests at School Jaime Cortesdo

The pilot test at School Jaime Cortesdo started on May
27th and concluded on June 14th. Following a meeting with
the school principal, parameters for the application were
established, and necessary bureaucratic considerations were
addressed. It was determined that only the “Lunch at the
school cafeteria” and “"Request a book at the school library”
Objectives, would be active and they needed to be scanned
only once to be completed. The Rewards would be from
the City Hall, and only available during the months of June
and July. A total of 31 rewards were available for the pilot
test, allowing for students to redeem more than one prize. A
single class of twenty-two tenth-grade students was selected to
participate. Given the students’ minor status, parental consent
was required for app usage and test participation. The app
was further modified to restrict access solely to authorized
students through the implementation of a validation code on
the registration page.

Ultimately, nine out of the twenty-two students participated
in the pilot test.

The pilot test encountered initial challenges due to a mis-
communication between the responsible teacher and the stu-
dents regarding the app installation links. Some students were
also unaware of the application due to their absence during
the initial presentation, and a lack of communication from
either their classmates or the teacher regarding the project’s
existence.

In the first week of the tests, it was discovered that certain
Chinese-brand Android phones experienced difficulties read-
ing QR codes. To address these issues, it was added an option
only to Android devices to take a photo of the QR Code to send
to the server alongside with the location of the phone, so the
server can decode the QR Code instead of the phone. However,
this proved unpopular due to taking a long time and needed
precise photo capture. Further investigation revealed that QR
code placement significantly impacted the correct scan of the
QR Codes. To the students with problems in the first days, the
points were manually added so no student was disadvantaged.

The photo-based solution also led to crashes on some
Chinese-brand devices, and it was necessary to find a short
notice solution: emailing QR code photos for manual point
updates in the Database. While functional, this method was
less efficient, which lead to less interaction with the applica-
tion.

Following the initial week of testing, participation rates
were lower than anticipated. As a result, the points awarded per
Objective were increased to incentivize further engagement.

The pilot test concluded with a final meeting where students
were invited to share their feedback and overall experience,
providing valuable insights of the application.

The highest score achieved was 21 points, while the lowest
was 1 point, attributed to a student who did not actively
participate in the testing.

A week after the pilot test concluded, only one student
redeemed a reward.



C. Results

From the data gathered from tests and student inquiries, an
analysis of the results is important to see how the UrsoVerde
project performed.

The application was installed on 16 devices, with a major-
ity on Android (12 devices) and a smaller number on iOS
(4 devices). The Android version encountered two distinct
failures during testing, one related to permission checks on
older Android versions and the other related to image uploads.
No failures were detected on Apple devices, indicating good
performance on this platform during the pilot phase.

Feedback from seven students from Jaime Cortesao School
highlighted both positive and negative aspects of their experi-
ence. Most of the students found the app easy to use (Figure 8),
but satisfaction with QR code scanning was mixed (Figure 9),
because of the technical issues identified. The points system
was generally well-received (Figure 10), but rewards were
considered unappealing by most (Figure 11). Despite these
concerns, overall satisfaction for the app was moderate, with
an average rating of 3.7 out of 5 (Figure 12). Users suggested
improvements in QR code scanning, more appealing rewards,
and more incentives.

How would you rate the easyness of use of the application?

® Easy

@ Medium
Hard

1(14,3%)

Fig. 8. Easiness of Use

What is your satisfaction with the QR code scanning feature?
3

Frequency

2
| I
0 . .
1 (Very Unsatisfied) 2 3 4 5 (Very Satisfied)

Level of satisfaction

Fig. 9. Use of QR Code Feature

For the duration of the project neither the server nor the
database client reported any issues or problems. However, it
is important to consider the work load. In future tests, with
increased app usage, more prizes and additional, upgrading
the database to a paid subscription may be necessary. This
upgrade would support increased read and write operations, as
well as cloud functions, potentially reducing HTTP requests
between the server and mobile app. Equipping the server

How satisfied are you with the application's point system?
3

Frequency

0 .

1 (Very Unsatisfied) 2 3 4 5 (Very Satisfied)

Level of satisfaction

Fig. 10. Point System Satisfaction

Were the prizes offered attractive to you?
® No

@ Some were, some weren't

Yes

1(14,3%)

Fig. 11. Rewards Satisfaction

What is your overall satisfaction with the application?
4

Frequency
~

1
0 .
1 (Very Unsatisfied) 2 3 4 5 (Very Satisfied)

Level of satisfaction

Fig. 12. App Satisfaction

with a Graphics Processing Unit (GPU) could enable faster
processing for scanning multiple QR codes simultaneously in
the server instead of in the application. Overall, the study was
successful, and the back-end for the application performed
as expected during the pilot project. While the dataset was
limited due to the study’s small sample size, it provided
valuable insights that can inform future initiatives with larger
populations, expanded prize offerings, broader objectives, and
diverse environments.

VI. CONCLUSIONS

The UrsoVerde app shows potential due to its ease of
use and by being a reward-based app, but improvements are
needed.

In future versions, more functionalities can be added in
the near future. These include other forms of completing the
objectives such as the Bluetooth beacons (implemented in past
versions of Urso Verde), NFC or complements of more than
one.



Also the inclusion of a chatbot could be interesting if
capable of informing the users of the conditions to claim prizes
or complete objectives.

The inclusion of a leaderboard could lead to an increase of
interest and consequentially engagement from the users.

Unlocking the already implemented functionality of multi-
ple wallets tied to different partners could lead to an increment
of prizes and objectives, making the application more appeal-
ing. In this scenario, these partners must have access to the
dashboard features of managing the objectives and prizes (only
the ones that are tied to them).

Finally, getting more partners with more appealing prizes
and objectives is essential. One of the conclusions of this study
is that the interest in Urso Verde was highly correlated with
the offered prizes. More objectives is also fundamental for this
project. With more objectives to complete, the engagement will
also increase. Targeted marketing to a specific public is also
something to consider given that it may increase the interest
and consequentially, the number of active users.
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Appendix D

Third party Libraries

e Server third party libraries

— appnope 0.1.4

— APScheduler 3.10.4
— asttokens 2.4.1

— attrs 23.2.0

— backeall 0.2.0

— beautifulsoup4 4.12.3
— bleach 6.1.0

— blinker 1.7.0

— CacheControl 0.14.0
— cachetools 5.3.3

— certifi 2024.2.2

— cffi 1.16.0

— charset-normalizer 3.3.2
— click 8.1.7

— contourpy 1.2.1

— cryptography 42.0.5
— cycler 0.12.1

— decorator 5.1.1

— defusedxml 0.7.1

66



docopt 0.6.2

executing 2.0.1
fastjsonschema 2.19.1

filelock 3.14.0

firebase-admin 6.5.0

Flask 3.0.3

Flask-Cors 4.0.0

Flask-SSLify 0.1.5

fonttools 4.52.4

fsspec 2024.5.0

gcloud 0.18.3

google-api-core 2.18.0
google-api-python-client 2.125.0
google-auth 2.29.0
google-auth-httplib2 0.2.0
google-cloud-core 2.4.1
google-cloud-firestore 2.16.0
google-cloud-storage 2.16.0
google-crc32c 1.5.0
google-resumable-media 2.7.0
googleapis-common-protos 1.63.0
grpcio 1.62.1

grpcio-status 1.62.1

gunicorn 21.2.0

httplib2 0.22.0

idna 3.6

ipython 8.12.3

itsdangerous 2.1.2

jedi 0.19.1
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Jinja2 3.1.3
jsonschema 4.21.1
jsonschema-specifications 2023.12.1
jupyter client 8.6.1
Jjupyter core 5.7.2
jupyterlab pygments 0.3.0
jwerypto 1.5.6

jws 0.1.3

kiwisolver 1.4.5
MarkupSafe 2.1.5
matplotlib 3.9.0
matplotlib-inline 0.1.6
mistune 3.0.2

mpmath 1.3.0
msgpack 1.0.8

nbclient 0.10.0
nbconvert 7.16.3
nbformat 5.10.4
networkx 3.3

numpy 1.26.4
oauth2client 4.1.3
opencv-python 4.9.0.80
packaging 24.0

pandas 2.2.2
pandocfilters 1.5.1
parso 0.8.4

pexpect 4.9.0
pickleshare 0.7.5

pillow 10.3.0
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pipreqgs 0.5.0
platformdirs 4.2.0
prompt-toolkit 3.0.43
proto-plus 1.23.0
protobuf 4.25.3
psutil 5.9.8
ptyprocess 0.7.0
pure-eval 0.2.2
py-cpuinfo 9.0.0
pyasnl 0.6.0

pyasnl modules 0.4.0
pycparser 2.22
pycryptodome 3.20.0
Pygments 2.17.2
PyJWT 238.0
pyparsing 3.1.2
pypng 0.20220715.0
Pyrebase4 4.7.1
pytesseract 0.3.10
python-dateutil 2.9.0.post0
python-jwt 4.1.0
pytz 2024.1
PyYAML 6.0.1
pyzbar 0.1.9

pyzmq 25.1.2

qrcode 7.4.2

qrdet 2.4

greader 3.12

quadrilateral-fitter 1.8
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referencing 0.34.0
requests 2.29.0
requests-toolbelt 0.10.1
rpds-py 0.18.0

rsa 4.9

scheduler 0.8.5

scipy 1.13.1

seaborn 0.13.2

shapely 2.0.4

six 1.16.0

soupsieve 2.5
stack-data 0.6.3

sympy 1.12

thop 0.1.1.post2209072238
tinycss2 1.2.1

torch 2.3.0

torchvision 0.18.0
tornado 6.4

tqdm 4.66.4

traitlets 5.14.2
typeguard 4.2.1

typing extensions 4.11.0
tzdata 2024.1

tzlocal 5.2

ultralytics 8.2.25
uritemplate 4.1.1
urllib3 1.26.18

wcwidth 0.2.13

webencodings 0.5.1

70



— Werkzeug 3.0.2

— yarg 0.1.9

e Dashboard Third party

— crypto-js — v4.2.0

— dotenv — v16.4.5

— firebase — v10.11.1

— flowbite-react — v0.7.2

— html2canvas - v1.4.1

— https-browserify — v1.0.0
— i18next — v23.8.2

— js-cookie — v3.0.5

— leaflet — v1.9.4

— lucide-react — v0.321.0

— react — v18.3.1

— react-dom — v18.3.1

— react-il8next — v14.0.1

— react-icons — v5.2.1

— react-leaflet — v4.2.1

— react-lorem-ipsum — v1.4.10
— react-modal - v3.16.1

— react-qrcode-logo — v2.9.0
— react-router-dom — v6.21.3
— react-scripts — v5.0.1

— web-vitals — v2.1.4
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