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The exploration of the physical layer characteristics of the wireless channel is currently the object of intensive research in order
to develop advanced secrecy schemes that can protect information against eavesdropping attacks. Following this line of work, in
this manuscript we consider a massive MIMO system and jointly design the channel precoder and security scheme. By doing that
we ensure that the precoding operation does not reduce the degree of secrecy provided by the security scheme. The fundamental
working principle of the proposed technique is to apply selective random rotations in the transmitted signal at the antenna level
in order to achieve a compromise between legitimate and eavesdropper channel capacities. These rotations use the phase of the
reciprocal wireless channel as a common random source between the transmitter and the intended receiver. To assess the security
performance, the proposed joint scheme is compared with a recently proposed approach for massive MIMO systems. The results
show that, with the proposed joint design, the number of antenna elements does not influence the eavesdropper channel capacity,
which is proved to be equal to zero, in contrast to previous approaches.

1. Introduction

Thegrowing demand for capacity that wireless networks have
experienced in recent years has resulted from the emergence
of a new set of services, cheap devices, and useful applications
that started to play a crucial role in the professional and social
domains of people’s lives. The dependence of such services
and applications increased in such a way that now they
must be available anywhere, at any time, and in any circum-
stance. In addition to the flexible availability demand, some
of these services require the exchange of private sensitive
information, such as personal financial data, government-
level classified information, or critical business reports. Due
to the broadcast nature of the wireless channel, the protection
of this kind of information in mobile networks is seen
as a main system design parameter that must be carefully
addressed. Since the release of the initial mobile standards,
higher layer cryptographic protocols have been used as the
main security platform to protect wireless communications

from unintended receivers [1]. Although these protocols have
found widespread acceptance, they rely on the assumption
that an eavesdropper has computational resource limitations
[2]. For instance, in asymmetric public key cryptosystems, the
security level is supported by the assumption that the integer
factorization of the product of two large prime numbers
is a very intensive computational task taking into account
current factorization techniques. However, in recent years,
the advances in the field of number theory and the continuous
increase in transistor integration levels are putting pressure
on these types of protocols, forcing the use of larger key sizes,
which in turn leads to a higher implementation complexity
for cryptographic systems [3].

To complement the limitations of standalone crypto-
graphic protocols [4, 5], the development of secrecy schemes
that explore the physical layer characteristics of the wireless
channel has been considered to efficiently improve infor-
mation security in wireless networks. Physical layer security
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does not make any assumption regarding the level of compu-
tational capacity at the unintended receiver, being the secrecy
provided by building on a channel advantage in relation to the
eavesdropper [6]. The advancement of physical layer secrecy
can be performed at two main levels: the coding domain and
the signal level domain. In the coding domain, the target
is to use error-correction codes that are designed to not
only provide error detection but also implement some level
of secrecy in a wiretap channel [7–10]. For signaling, tech-
niques involving specific precoding designs, power allocation
schemes, and cooperative jamming based on interference
alignment (IA) [11, 12] and artificial noise injection have been
defined in the literature [13–19].

The use ofmassiveMIMO technology is being considered
by the research community as mandatory evolution of the
conventional MIMO systems to address the capacity require-
ments of future 5G mobile networks [20–23]. Over the last
years, intensive research efforts have beenmade to solve some
practical constraints associated with the large-scale deploy-
ment of massive MIMO. However, aspects related to infor-
mation security have been left aside for some time, and only
recently have they begun to be discussed. In [24], pilot con-
tamination attacks in a Time Division Duplex (TDD) multi-
cell multiuser massive MIMO scenario were analyzed. With
the use of the same uplink training sequence of a legitimate
receiver (Bob), the eavesdropper (Eve) can force the contam-
ination of the channel estimated at the base station, which,
in a subsequent downlink beamforming phase, will allow
the unintended receiver to improve their ability to tap the
communication. To address this problem, the authors derived
a closed form solution for optimal power allocation between
the information signal and noise, considering a maximum
ratio transmission (MRT) precoder plus artificial noise (AN)
generation at the legitimate transmitter. A null-space (NS)
based precoder that was designed to mitigate the effect of a
pilot contamination attack was also suggested. Considering
again the same multicell multiuser scenario of [24], the
work in [25] compared the use of NS-based precoding and
random shaping matrix precoding for AN generation in an
MRT-based massive MIMO transmitter under the presence
of a multiantenna eavesdropper. Considering the large com-
putational complexity required to calculate the NS of large
channel matrices, the authors in [25] verified that the use
of random shaping matrices for AN precoding could offer a
good solution in terms of performance/complexity tradeoff.
The work in [26] shows that by combining the information
signal with artificial generated noise, a positive secrecy capac-
ity can be obtained, assuming that the number of antennas at
the eavesdropper is smaller than the total number of antennas
at the legitimate transmitter. In the first scenario, a multiple-
antenna transmitter forces the generated AN to lie in the null
space of the legitimate receiver channel. In a second scenario,
a single-antenna node cooperates with single-antenna relays
to simulate the effect of a multiple-antenna transmitter
generating AN. An attempt to force an independent relation
between the secrecy capacity and the number of antennas at
the eavesdropper was proposed in [27] with the development
of the original symbol phase rotated (OSPR) technique. The
idea of the OSPR scheme is to use the phase of the reciprocal
wireless channel to define random rotations on the original

data symbols that are exchanged in the downlink direction
between a massive MIMO base station (BS) and several
single-antenna user terminals (UTs). Considering that the
reciprocal channels are available at both sides of the legitimate
link, the intended receiver has all the information required
to revert the original random phase rotations applied at the
legitimate transmitter, while at the eavesdropper side, assum-
ing no collocation with the legitimate UTs, the random phase
rotations cannot be reverted. In [27], the authors claim that,
even in the presence of a powerfulmassiveMIMOeavesdrop-
per equipped with an infinite number of antenna elements,
the OSPR technique achieves a positive secrecy rate. Using
the same basic idea considered in [27], the authors in [28]
applied the OSPR scheme in the uplink direction. Another
approach that exploits the channel reciprocity to provide
secrecy in wireless single-antenna systems was proposed in
[29]. The authors in [29] suggested a secrecy scheme that
uses the reciprocal channel phase to randomly define discrete
jamming signals. In the first part of the work, in order to
evaluate the baseline secrecy level of the scheme, the authors
consider random combinations of data and jamming signals.
In the second part, an efficient data and jamming signal
combining algorithmwas developed,which allowed verifying
a significant improvement over the secrecy level of the base-
line scheme.

In this paper, we propose to jointly design the security
scheme andmassiveMIMOprecoder.The target is to provide
information secrecy in a multiuser massive MIMO scenario
in the presence of a passive eavesdropper equipped with a
large number of antenna elements. The joint design ensures
that the precoding operation does not reduce the degree
of secrecy provided by the security scheme and achieves a
compromise between legitimate and eavesdropper channel
capacities. The fundamental working principle of the joint
scheme is to create equivocation at the unintended receiver
by applying antenna selective randomphase rotations in both
the original data symbols and the precoder. To evaluate the
merit of the proposed scheme, a comparisonwith a technique
proposed in the literature [27] was performed by using the
secrecy capacity as the metric in different multiuser massive
MIMO configurations. The comparison showed that for the
new proposed scheme the eavesdropper channel capacity is
always zero, contrary to what occurs in the scheme proposed
in [27], where some leakage of information was always
verified. In summary, themain contributions of the presented
work are outlined in the following two points:

(a) Mathematical analysis of the existing OSPR scheme
using the secrecy capacity as evaluation metric: This
analysis identifies some of the limitations of theOSPR
scheme, which include the nonintentional phase
reversions in the OSPR symbols caused by the MRT
precoder that leads to zero secrecy capacity for the
OSPR scheme. Moreover, the mathematical analysis
is confirmed by simulation.

(b) Proposal of a joint design for the massive MIMO pre-
coder and security scheme which removes the draw-
back of the OSPR scheme: We show analytically and
by simulation that the proposed joint design forces
the capacity of the eavesdropper channel always to
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zero, independently of the number of antennas at the
eavesdropper. Furthermore, the zero channel capacity
at the eavesdropper is obtained with minimal impact
in the legitimate user’s channel.

The remainder of the paper is organized as follows:
Section 2 defines the general system characterization and the
secrecy metrics used in the numerical evaluations. Section 3
starts by a description of the OSPR scheme proposed in [27]
followed by the mathematical analysis of this secrecy scheme
that enables the identification of secrecy breaches, justifying
therefore the need for new approaches. The security scheme
proposed in this manuscript is formulated in Section 4. In
Section 5, the numerical evaluation results are presented.
Finally, the main conclusions are outlined in Section 6.

Notations. Boldface capital letters denote matrices and bold-
face lowercase letters denote column vectors. The operations(⋅)𝑇, (⋅)𝐻, (⋅)∗, and tr(⋅) represent the transpose, theHermitian
transpose, the conjugate, and the trace of a matrix, respec-
tively. Consider a vector a; diag(a) corresponds to a diagonal
matrix with diagonal entries equal to vector a. The norm of
vector a is defined as ‖a‖.
2. System Model and Metrics

In this section, the system setup, as well as the evaluation
metrics used to assess the schemes performance, is presented.

2.1. System Model. Figure 1 depicts the general setup used
in the schemes described in Sections 3 and 4. The system
is a multiuser massive MIMO cell with 𝐾 single-antenna
user terminals (UT), one base station (BS), and one passive
eavesdropper (Eve) employing 𝑁𝑡 and 𝑁𝑒 antennas, respec-
tively. The assumption of a passive eavesdropper means that
this node listens to the communication and does not cause
any intentional interference in the communication channel,
making his presence and location uncertain to the legitimate
transmitter. In this work, Eve wants to tap the information
that is exchanged between the BS and the UTs. We consider
TDD channel reciprocity and perfect channel estimations
at the BS, which are acquired through an uplink training
process. Additionally, we assume that Eve is not collocated
with any of the UTs nodes, that is, independence between
all the channel responses is verified. In Figure 1, 𝑠𝑘, 𝑘 ∈{1, . . . , 𝐾} represents the data symbol of user 𝑘. All the
channel responses are modeled by zero mean and unity
variance complex Gaussian fading coefficients with H ∈
C𝐾×𝑁𝑡 as the channel matrix between the BS and all of the𝐾 UTs, where ℎ𝑘,𝑖, 1 ≤ 𝑘 ≤ 𝐾, 1 ≤ 𝑖 ≤ 𝑁𝑡, denotes
the entry at row 𝑘 and column 𝑖 of matrix H. In this work,
ideal RF up- and downconversion are assumed with all the
baseband processing applied to an independent flat fading
channel realization.

The vectors h𝑎𝑘 ∈ C1×𝑁𝑡 , 𝑘 = 1, 2, . . . , 𝐾, and h𝑏𝑖 ∈ C𝐾×1,𝑖 = 1, 2, . . . , 𝑁𝑡, are defined as the channel vector between BS
and UT 𝑘 and between the BS antenna element 𝑖 and the 𝐾
UTs, respectively.
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Figure 1: General system setup.

h𝑎𝑘 = [ℎ𝑘,1 ℎ𝑘,2 ⋅ ⋅ ⋅ ℎ𝑘,𝑁𝑡] ,
h𝑏𝑖 = [ℎ1,𝑖 ℎ2,𝑖 ⋅ ⋅ ⋅ ℎ𝐾,𝑖]𝑇 . (1)

The matrix G = [g1 g2 ⋅ ⋅ ⋅ g𝑁𝑡] ∈ C𝑁𝑒×𝑁𝑡 represents
the channel responses between the BS and the eavesdropper,
being the respective elements also modeled by complex
Gaussian random variables with zero mean and unitary
variance. The column vector g𝑖 ∈ C𝑁𝑒×1, 𝑖 = 1, 2, . . . , 𝑁𝑡
defines the channel between BS antenna element 𝑖 and the
eavesdropper, where 𝑔𝑝,𝑖 denotes its 𝑝th element.

The signal transmitted by the BS is given by

x = 𝐾∑
𝑘=1

w𝑘𝑠𝑘𝑅, (2)

where w𝑘 ∈ C𝑁𝑡×1 is the precoding vector for UT 𝑘 and 𝑠𝑘𝑅
is a function of the data symbol 𝑠𝑘 and channel matrix H.
The transmission power is constrained to 𝐸[‖x‖2] < 1. More
details on how to compute the precoding vector w𝑘 and the
rotated data symbol 𝑠𝑘𝑅 are provided in Sections 3 and 4.

The signal received at UT 𝑘 is given by

𝑦𝑘 = h𝑎𝑘x + 𝑛𝑘, (3)

whereas the one received at Eve is defined as y𝑒 ∈ C𝑁𝑒×1,

y𝑒 = Gx + ñ𝑒, (4)

where 𝑛𝑘 and ñ𝑒 ∈ C𝑁𝑒×1 are the zero mean white Gaussian
noise with variance, 𝜎2𝑘 and 𝜎2𝐸, at UT 𝑘 and Eve, respectively.

In the following, we assume that the BS has knowledge of
the channel matrixH and index 𝑖 ∈ {1, . . . , 𝑁𝑡}, the UT 𝑘 only
needs to know the channel ℎ𝑘,𝑖 = |ℎ𝑘,𝑖|𝑒𝑗𝜃𝑘,𝑖 , for example, the
channel between himself and the selected BS antenna from
which it extracts the respective channel phase 𝜃𝑘,𝑖, and Eve
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knows channel g𝑖. To acquire channel H at the BS, each UT
sends an orthogonal pilot sequence to the BS in the uplink
training phase. The index 𝑖 is selected at the BS uniformly
at random from the set {1, . . . , 𝑁𝑡}. Then, to acquire the
reciprocal channel ℎ𝑘,𝑖 at UT 𝑘 = 1, . . . , 𝐾, the BS broadcasts
a reference signal using only antenna 𝑖. The transmission of
the broadcast reference signal at antenna element 𝑖 of the
BS will allow the eavesdropper to obtain g𝑖. We assume that
the channel estimations are perfect, and in the case of the
eavesdropper, considering no collocation with any of the UTs
or BS, the random phase rotations 𝜃𝑘,𝑖 are not available.
2.2. Secrecy Metrics and Theorems. The secrecy evaluation of
the schemes considered in this work was performed using the
Fano inequality theorem in order to compute a bound on the
secrecy capacity. In this subsection, the concept of secrecy
capacity and the definition of the Fano theorem are briefly
revised to ensure that the manuscript is self-contained.

2.2.1. Secrecy Capacity. The secrecy metric used in the eval-
uation of the schemes presented in Sections 3 and 4 is the
secrecy capacity, 𝐶𝑠, which is formulated as

𝐶𝑠 = 𝐼 (𝑋, 𝑌) − 𝐼 (𝑋, 𝑍) , (5)

where 𝐼(𝑋, 𝑌) defines the mutual information between ran-
dom variables 𝑋 and 𝑌, with 𝑋 being the random variable
that defines the data source, 𝑌 the random variable observed
at the legitimate receiver, and 𝑍 the one observed by the
eavesdropper; the target of each secrecy scheme is to maxi-
mize 𝐼(𝑋, 𝑌) and minimize 𝐼(𝑋, 𝑍). The mutual information
can be formulated as a function of the entropy. For instance,𝐼(𝑋, 𝑌) and 𝐼(𝑋, 𝑍) have the following representations:

𝐼 (𝑋, 𝑌) = ℎ (𝑋) − ℎ (𝑋 | 𝑌)
𝐼 (𝑋, 𝑍) = ℎ (𝑋) − ℎ (𝑋 | 𝑍) , (6)

where ℎ(𝑋) is the differential entropy of the source with ℎ(𝑋 |𝑌) and ℎ(𝑋 | 𝑍) being the equivocations at the legitimate
receiver and at the eavesdropper, respectively. Note that when
the eavesdropper is not able to acquire any information on𝑋
through the observation of𝑍, ℎ(𝑋 | 𝑍) = ℎ(𝑋) and 𝐼(𝑋, 𝑍) =0, which is what we expect, that is, an eavesdropper with zero
channel capacity.

2.2.2. Fano Inequality. In this work, the Fano inequality
theorem [30] is used to compute a bound on the secrecy
capacity of the schemes presented in Sections 3 and 4. The
Fano inequality allows us to relate the probability of error𝑃𝑒 with the equivocation rate; therefore, by using the error
probability, an upper bound on ℎ(𝑋 | 𝑌) and ℎ(𝑋 | 𝑍) can be
obtained.

Theorem 1 (Fano’s inequality, [30]). For any estimator 𝑋
considering the Markov chain, 𝑋 → 𝑌 → 𝑋 with 𝑃𝑒 = 𝑃{𝑋 ̸=𝑋}, an upper bound on the equivocation is defined as

ℎ (𝑋 | 𝑌) ≤ ℎ (𝑋 | 𝑋) ≤ ℎ (𝑃𝑒) + 𝑃𝑒 log2 (|𝑋| − 1) (7)

with ℎ(𝑃𝑒) being the binary entropy given by

ℎ (𝑃𝑒) = −𝑃𝑒 log2𝑃𝑒 − (1 − 𝑃𝑒) log2 (1 − 𝑃𝑒) . (8)

Using Fano’s theorem, lower bounds on the capacities
of the legitimate receiver and eavesdropper channels are
obtained.

3. Secrecy Capacity Analysis of
the OSPR Scheme

As mentioned before, this work provides a comparative anal-
ysis between the proposed scheme and the OSPR technique
suggested in [27]. The purpose of this section is to briefly
describe the OSPR scheme in which the fundamental work-
ing principle is to use the TDD reciprocal channel phase as a
common source between the BS and UTs to define random
phase rotations in the original data symbols. Furthermore,
we show that the eavesdropper channel capacity is always
positive, and for the special case of an infinite number of
antennas at the eavesdropper and a single user terminal, the
capacity is one; that is, the secrecy capacity is zero.

3.1. Precoding. Before the computation of themassiveMIMO
precoder, the OSPR security scheme uses the reciprocal
channel random phases 𝜃𝑘,𝑖, 𝑘 = 1, . . . , 𝐾, to rotate the
original data symbols 𝑠𝑘, 𝑘 = 1, . . . , 𝐾. The result of this rota-
tion is

𝑠𝑘𝑅 = 𝑠𝑘𝑒𝑗𝜃𝑘,𝑖 . (9)

After the rotation of the original data symbols, the
transmitted signal x ∈ C𝑁𝑡×1, as described in (2), is computed
by applying the MRT precoder,

w𝑘 = 1√𝐾
(h𝑎𝑘)𝐻󵄩󵄩󵄩󵄩h𝑎𝑘󵄩󵄩󵄩󵄩 , (10)

directly to the rotated data, 𝑠𝑘𝑅. The design of the MRT pre-
coder is performed separately from theOSPR schemewithout
taking into account their combined behavior. As described
in the following, some nonintentional phase reversions in
the OSPR symbols are caused by the MRT precoder. This
nonjoint design will lead to information leakage to the
eavesdropper.

3.2. Decoding. To evaluate the security performance of the
scheme suggested in [27], in this work, we consider that Eve
applies a maximum ratio combining (MRC) equalizer to the
received signal y𝑒 in order to estimate 𝑠𝑘. Using u𝑖 as the
equalizer vector

u𝑖 = 1
√𝑁𝑒

g𝐻𝑖󵄩󵄩󵄩󵄩g𝑖󵄩󵄩󵄩󵄩 , (11)

the eavesdropper obtains

𝑦𝑒 = u𝑖y𝑒. (12)
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After applying u𝑖 to the received signal y𝑒, the obtained
estimative, 𝑦𝑒, is directly demodulated. Regarding the decod-
ing process at the user terminals, the received signal 𝑦𝑘
is directly demodulated after reverting the random phase
rotations applied at the original symbols.

As demonstrated in the next point, the use of u𝑖 will allow
an eavesdropper with unlimited number of antennas to drive
the secrecy capacity to zero, especially when only one UT is
accessing the network.

3.3. Analysis. In this subsection, we analyze the secrecy
capacity of the OSPR scheme. Using 𝐴𝑘 as a power normal-
ization factor,

𝐴𝑘 = 1√𝐾󵄩󵄩󵄩󵄩h𝑎𝑘󵄩󵄩󵄩󵄩 , (13)

from (2), (4), (10), (11), and (12), it follows that

𝑦𝑒 = 𝐾∑
𝑘=1

𝑁𝑡∑
𝑚=1,𝑚 ̸=𝑖

𝐴𝑘√𝑁𝑒
g𝐻𝑖 g𝑚󵄩󵄩󵄩󵄩g𝑖󵄩󵄩󵄩󵄩 ℎ∗𝑘,𝑚𝑒𝑗𝜃𝑘,𝑖𝑠𝑘

+ 𝐾∑
𝑘=1

𝐴𝑘√𝑁𝑒
g𝐻𝑖 g𝑖󵄩󵄩󵄩󵄩g𝑖󵄩󵄩󵄩󵄩

󵄨󵄨󵄨󵄨ℎ𝑘,𝑖󵄨󵄨󵄨󵄨 𝑠𝑘 + 1
√𝑁𝑒

g𝐻𝑖󵄩󵄩󵄩󵄩g𝑖󵄩󵄩󵄩󵄩 ñ𝑒.
(14)

If we consider the limiting case of an eavesdropper with an
infinite number of antenna elements, then

lim
𝑁𝑒→∞

1
√𝑁𝑒

g𝐻𝑖 g𝑚󵄩󵄩󵄩󵄩g𝑖󵄩󵄩󵄩󵄩 = lim
𝑁𝑒→∞

1𝑁𝑒
𝑁𝑒∑
𝑝=1

𝑔∗𝑝,𝑖𝑔𝑝,𝑚
= E [𝑔∗1,𝑖𝑔1,𝑚] = 0,

(15)

where the last equality follows from the independence of
random variables 𝑔1,𝑖 and 𝑔1,𝑚. Similarly, it follows that

lim
𝑁𝑒→∞

1
√𝑁𝑒

g𝐻𝑖 g𝑖󵄩󵄩󵄩󵄩g𝑖󵄩󵄩󵄩󵄩 = E [𝑔∗1,𝑖𝑔1,𝑖] = 1

lim
𝑁𝑒→∞

1
√𝑁𝑒

g𝐻𝑖󵄩󵄩󵄩󵄩g𝑖󵄩󵄩󵄩󵄩 ñ𝑒 = E [𝑔∗1,𝑖𝑛1] = 0,
(16)

where E[𝑔∗1,𝑖𝑔1,𝑖] = 1 and E[𝑔∗1,𝑖𝑛1] = 0 following from the
independence of the random variables 𝑔1,𝑖 and 𝑛1. Equations
(14), (15), and (16) lead to the simplification defined by

𝑦󸀠𝑒 = lim
𝑁𝑒→∞

𝑦𝑒 = 𝐾∑
𝑘=1

𝐴𝑘√𝑁𝑒
g𝐻𝑖 g𝑖󵄩󵄩󵄩󵄩g𝑖󵄩󵄩󵄩󵄩

󵄨󵄨󵄨󵄨ℎ𝑘,𝑖󵄨󵄨󵄨󵄨 𝑠𝑘

= 𝐾∑
𝑘=1

𝐴𝑘 󵄨󵄨󵄨󵄨ℎ𝑘,𝑖󵄨󵄨󵄨󵄨 𝑠𝑘.
(17)

Defining 𝑐𝑘 as the positive constant
𝑐𝑘 = 𝐴𝑘 󵄨󵄨󵄨󵄨ℎ𝑘,𝑖󵄨󵄨󵄨󵄨 ≥ 0 (18)

the signal 𝑦󸀠𝑒 simplifies to

𝑦󸀠𝑒 = lim
𝑁𝑒→∞

𝑦𝑒 = 𝐾∑
𝑘=1

𝑐𝑘𝑠𝑘. (19)

Analyzing 𝑦󸀠𝑒, it is possible to realize that, for one user
terminal and considering a PSK constellation for 𝑠𝑘, it follows
that 𝑦󸀠𝑒 = 𝑐1𝑠1. Then, the eavesdropper can obtain all of the
information, that is, 𝑠1. As may be verified from (19) and
the definition of 𝐴𝑘 and 𝑐𝑘 (see (13) and (18)), the secrecy
level of the OSPR scheme proposed in [27] is reached not
by the OSPR random phase rotation applied at the original
data symbols but because the eavesdropper has no knowledge
of |ℎ𝑘,𝑖| and because the increasing interference that results
when the number of user terminals accessing the network
begins to grow.

4. Proposed Joint Scheme

To address the security faults of the OSPR scheme suggested
in [27], in this work, we propose to jointly design the massive
MIMO precoder and the security scheme. As demonstrated
in this section, for the proposed joint precoder and security
scheme, the resulting eavesdropper channel capacity is zero
even for the limiting case of an eavesdropper with an infinite
number of antennas. Regarding the capacity of the legiti-
mate channel, as confirmed in Section 5.2, the degradation
imposed by the joint design tends to zero for a number of
antenna elements at the BS much larger than the number of
user terminals, that is, for a massive MIMO scenario.

4.1. Precoding. In the proposed joint scheme, the design of the
MRT precoder was accomplished by considering the random
rotations applied to the original data symbols by the security
scheme.The computation of the precoding vector,w𝑘, for UT𝑘 is done as follows:

w𝑘 = 1󵄩󵄩󵄩󵄩h𝑎𝑘󵄩󵄩󵄩󵄩 [
󵄨󵄨󵄨󵄨ℎ𝑘,1󵄨󵄨󵄨󵄨 𝑒−𝑗𝜃𝑘,1 󵄨󵄨󵄨󵄨ℎ𝑘,2󵄨󵄨󵄨󵄨 𝑒−𝑗𝜃𝑘,2 ⋅ ⋅ ⋅ 󵄨󵄨󵄨󵄨ℎ𝑘,𝑖󵄨󵄨󵄨󵄨 ⋅ ⋅ ⋅ 󵄨󵄨󵄨󵄨󵄨ℎ𝑘,𝑁𝑡 󵄨󵄨󵄨󵄨󵄨 𝑒−𝑗𝜃𝑘,𝑁𝑡 ]𝑇 . (20)

In the vector w𝑘 above, the phase of the precoding coefficient
for antenna element 𝑖, the antenna selected randomly to

extract the phases rotations, is changed from −𝜃𝑘,𝑖 to 0. The
transmission signal, x ∈ C𝑁𝑡×1, is again defined as
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x = 𝐾∑
𝑘=1

w𝑘𝑠𝑘𝑅. (21)

Through thismodification of theMRTprecoder, reversions of
phase rotations created by the combination of the MRT and
OSPR are avoided.

4.2. Decoding. In the case of the user terminals, the decoding
at the legitimate receiver 𝑘 is performed as follows. Consider
that antenna element 𝑖 is selected at the BS to extract the
random phase rotations. Let 𝐼𝑘 be defined as the interference
term from the other user terminals; then, signal 𝑦𝑘 received
at UT 𝑘 is given by

𝑦𝑘
= 𝐴𝑘 [󵄨󵄨󵄨󵄨ℎ𝑘,𝑖󵄨󵄨󵄨󵄨2 𝑒𝑗𝜃𝑘,𝑖 +

𝑁𝑡∑
𝑛=1,𝑛 ̸=𝑖

󵄨󵄨󵄨󵄨ℎ𝑘,𝑛󵄨󵄨󵄨󵄨2] 𝑠𝑘𝑒−𝑗𝜃𝑘,𝑖 + 𝐼𝑘
+ 𝑛𝑘,

(22)

𝐼𝑘
= 𝐾∑
𝑚=1,𝑚 ̸=𝑘

𝐴𝑚 [ℎ𝑘,𝑖 󵄨󵄨󵄨󵄨ℎ𝑚,𝑖󵄨󵄨󵄨󵄨 +
𝑁𝑡∑
𝑛=1,𝑛 ̸=𝑖

ℎ𝑘,𝑛ℎ∗𝑚,𝑛] 𝑠𝑚𝑒−𝑗𝜃𝑚,𝑖 . (23)

At the user terminal, 𝑘, the equalization is done computing𝑢𝑘 as defined below

𝑢𝑘 = 𝑁−1𝑡 𝑒𝑗𝜃𝑘,𝑖
𝑦𝑘 = 𝑢𝑘𝑦𝑘. (24)

After applying 𝑢𝑘 to 𝑦𝑘, the estimated value of 𝑦𝑘 is directly
hard or soft demodulated to obtain the original data. On the
eavesdropper side, as shown in the next section, the channel
capacity is always zero for any applied decoder.

Further, as shown in the remainder of this subsection,
when the number of antenna elements at the BS grows to
infinity, a legitimate user can acquire all of the information;
that is, the legitimate channel capacity is maximum.

Starting by considering an infinite number of antenna
elements at the BS, that is, 𝑁𝑡 → ∞, the following
simplifications can be performed in the received equalized
signal 𝑦𝑘:

lim
𝑁𝑡→∞

1𝑁𝑡
𝑁𝑡∑
𝑛=1,𝑛 ̸=𝑖

ℎ𝑘,𝑛ℎ∗𝑘,𝑛 = E [ℎ𝑘,1ℎ∗𝑘,1] = 1, (25)

lim
𝑁𝑡→∞

1𝑁𝑡
𝑁𝑡∑
𝑛=1,𝑛 ̸=𝑖

ℎ𝑘,𝑛ℎ∗𝑚,𝑛 = E [ℎ𝑘,1ℎ∗𝑚,1] = 0. (26)

Applying (25) to (22) and (26) to (23), the estimated signal,𝑦𝑘, can be simplified in (27) as

lim
𝑁𝑡→∞

𝑦𝑘 = lim
𝑁𝑡→∞

𝐴𝑘 [
󵄨󵄨󵄨󵄨ℎ𝑘,𝑖󵄨󵄨󵄨󵄨2 𝑒𝑗𝜃𝑘,𝑖𝑁𝑡 + 1] 𝑠𝑘

+ 1𝑁𝑡
𝐾∑

𝑚=1,𝑚 ̸=𝑘

𝐴𝑚ℎ𝑘,𝑖 󵄨󵄨󵄨󵄨ℎ𝑚,𝑖󵄨󵄨󵄨󵄨 𝑠𝑚𝑒−𝑗𝜃𝑚,𝑖𝑒𝑗𝜃𝑘,𝑖

+ 1𝑁𝑡 𝑛𝑘𝑒
𝑗𝜃𝑘,𝑖 = 𝐴𝑘𝑠𝑘.

(27)

Because 𝐴𝑘 is a positive constant, from (27), it is possible
to conclude that all of the information regarding the source
can be obtained from 𝑦𝑘 when the number of antennas at the
BS grows to infinity.

4.3. Analysis. The main target of any secrecy scheme is to
enforce the independence between the source and the signal
observed by the eavesdropper. If the independence between
these signals is verified, a zero capacity for the eavesdropper
channel is achieved; that is, the mutual information between
the source and the eavesdropper received signal is zero.

In the remainder of this section, we mathematically
demonstrate that, for the proposed joint massive MIMO pre-
coder and security scheme, the mutual information between
the source and the eavesdropper received signal is zero.

Consider the worst possible scenario, which is a noiseless
eavesdropper channel. For this case, the received signal, ỹ𝑒, at
the eavesdropper is

ỹ𝑒 = lim
𝜎𝐸→0

y𝑒

= 𝐾∑
𝑘=1

𝐴𝑘 [(
𝑁𝑡∑
𝑚=1,𝑚 ̸=𝑖

g𝑚ℎ∗𝑘,𝑚) + g𝑖
󵄨󵄨󵄨󵄨ℎ𝑘,𝑖󵄨󵄨󵄨󵄨] 𝑠𝑘𝑅.

(28)

As previously defined, 𝑠𝑘𝑅 is equal to the original data symbol𝑠𝑘 but with a random phase rotation of

𝑠𝑘𝑅 = 𝑠𝑘𝑒−𝑗𝜃𝑘,𝑖 . (29)

Then, it follows that

ỹ𝑒 = lim
𝜎𝐸→0

y𝑒

= 𝐾∑
𝑘=1

𝐴𝑘 [(
𝑁𝑡∑
𝑚=1,𝑚 ̸=𝑖

g𝑚ℎ∗𝑘,𝑚) + g𝑖
󵄨󵄨󵄨󵄨ℎ𝑘,𝑖󵄨󵄨󵄨󵄨] 𝑠𝑘𝑒−𝑗𝜃𝑘,𝑖 .

(30)

Now, let us define c𝑘 and 𝑇𝑘 as follows:
c𝑘 = 𝐴𝑘 [(

𝑁𝑡∑
𝑚=1,𝑚 ̸=𝑖

g𝑚ℎ∗𝑘,𝑚) + g𝑖
󵄨󵄨󵄨󵄨ℎ𝑘,𝑖󵄨󵄨󵄨󵄨] ,

𝑇𝑘 = 𝑠𝑘𝑒−𝑗𝜃𝑘,𝑖 .
(31)

Then, the received signal at the eavesdropper can be rewritten
as

ỹ𝑒 = 𝐾∑
𝑘=1

c𝑘𝑇𝑘. (32)
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Note that 𝑇𝑘 is a function of 𝜃𝑘,𝑖 but 𝑐𝑘 is independent of 𝜃𝑘,𝑖.
Due to the uniform distribution of 𝜃𝑘,𝑖, any possible fixed
value of 𝑇𝑘 can be generated by any 𝑠𝑘, 𝑘 = 1, . . . , 𝐾, consid-
ering a PSK constellation. Therefore, without the knowledge
of 𝜃𝑘,𝑖, the random variable 𝑇𝑘 is independent of 𝑠𝑘. As 𝑐𝑘 and𝑇𝑘 are both independent of 𝑠𝑘, the set (c1, . . . , c𝐾, 𝑇1, . . . , 𝑇𝐾)
defines amultidimensional constellation point ỹ𝑒 observed by
Eve and that point can be generated with equal probability by
any possible set of 𝐾 data symbols 𝑠𝑘, 𝑘 = 1, . . . , 𝐾. If each
constellation point ỹ𝑒 observed by Eve can be generated with
equal probability by any possible set of 𝐾 data symbols, then
ỹ𝑒 and the source are fully independent and, as a consequence,
the mutual information between them is zero.

5. Evaluation Results

The numerical results regarding the secrecy capacity of the
schemes defined in Sections 3 and 4 are presented in this
subsection considering a QPSK constellation. For all of the
results, the mutual information is measured in bits per chan-
nel use (Bpcu) in the interval [0, 1].This means that when the
capacity reaches the value of one, all the information from
the source is obtained. However, if the mutual information is
equal to zero, no information is extracted from the observed
signal.

5.1. OSPR Scheme. Theeavesdropper channel capacity for the
OSPR scheme defined in [27] was evaluated using the lower
bound provided by the Fano inequality theorem for several
network parameters. The curves in Figure 2 describe the
capacity of the eavesdropper noiseless channel computed as a
function of the number of antenna elements at Eve, assuming
that only oneUT is accessing the network, that is, no interuser
interference. The results show that for a fixed number of
antenna elements at Eve, the capacity of the eavesdropper
channel can be reduced by increasing the number of antennas
at the legitimate transmitter. However, for a fixed number of
elements at the legitimate transmitter, the secrecy capacity of
the OSPR scheme reduces to zero if the number of antennas
at the eavesdropper grows to infinity, thus confirming the
mathematical analysis performed in Section 3.3.

The main conclusion for this first set of results is that
when just one UT is accessing the network, the OSPR scheme
cannot avoid the driving of the secrecy capacity to zero if the
eavesdropper has an unlimited number of antenna elements.

Next, to evaluate the scheme proposed in [27] in a
more realistic scenario, Figure 3 describes the capacity of the
eavesdropper channel when more than one UT is present.
The eavesdropper capacity curves in Figure 3 show that by
increasing the number of users in the network, the capacity
of the eavesdropper channel decreases, which allows the
improvement of the secrecy level of the system, as verified
in the analysis performed at the end of Section 3.3. However,
for a reduced number of users, the OSPR technique cannot
avoid the leakage of information from the legitimate link to
the eavesdropper.

5.2. Proposed Joint Scheme. To compare the performance of
the proposed scheme with the OSPR solution defined in [27],
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Figure 2: Eve channel capacity for 1 UT in a noiseless channel con-
sidering the OSPR scheme.

0.02

0.04

0.06

0.08

0.1

0.12

0.14

0.16

0.18

0.2

Ca
pa

ci
ty

 E
ve

 ch
an

ne
l (

Bp
cu

)

40 60 80 100 12020
N∘ Eve antennas

K = 2,Nt = 2

K = 2,Nt = 4

K = 2,Nt = 8

K = 4,Nt = 4

K = 4,Nt = 8

K = 4,Nt = 16

K = 8,Nt = 8

K = 8,Nt = 16

K = 8,Nt = 32

Figure 3: Eve channel capacity for multiple UTs in a noiseless chan-
nel.

the secrecy capacity for the joint technique was evaluated
again using the Fano inequality theorem, which provides a
lower bound on the legitimate channel capacity and, in this
case, is equal to the secrecy capacity.

The first evaluation was performed by assuming just one
user terminal accessing the network, considering 𝑁𝑡 = 16
and 𝑁𝑒 = 512, being the results presented in Figure 4. The
numerical results in Figure 4 show that for the joint design,
the secrecy capacity is maximum in the high SNR regime;
therefore, contrary to what occurs with the OSPR technique,
the eavesdropper cannot get any information exchanged
between the BS and the user terminal in this case, even by
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Figure 4: Secrecy capacity for the 1UT configuration considering
the proposed joint scheme.
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Figure 5: Secrecy capacity for multiple UTs considering the pro-
posed joint scheme for 64 antenna elements at Eve.

employing a massive antenna array with 512 antenna ele-
ments.

For the joint solution, the secrecy capacity does not
depend on the number of antenna elements at the eaves-
dropper, with the capacity of the eavesdropper channel being
always zero.

In the results presented in Figure 5, the mean secrecy
capacity was evaluated by fixing the number of antenna
elements at the eavesdropper to 64. In this case, the number
of antennas at the BS was defined as𝑁𝑡 ∈ {16, 32, 64}with the
number of user terminals being equal to 𝐾 ∈ {4, 8, 16}. The
analysis of the results in Figure 5 shows that by increasing the
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Figure 6: Secrecy capacity comparison between regular MRT
massive MIMO precoding and the proposed joint scheme.

number of user terminals in the network, the secrecy capacity
achieves lower values.

However, the cause of this reduction is the degradation
of the legitimate channel capacity due to the additional
interference of other user terminals, with the eavesdropper
channel capacity being always zero, as mentioned before
and as shown mathematically in Section 4.3. Another point
that should be observed is that increasing the number of
antenna elements at the BS, the secrecy capacity improves
due to the multiple access orthogonalization. To assess
the capacity degradation in the legitimate channel for the
proposed scheme, a comparison between the capacity of a
regular massive MIMO MRT precoding technique and the
proposed scheme is done in Figure 6. The curves in Figure 6
were obtained for 8 user terminals and a number of antenna
elements at the base station, which is defined by 𝑁𝑡 ∈{16, 32, 64}. The results show that when the number of
elements at the base station is much larger than the number
of user terminals accessing the network, the degradation of
the legitimate channel capacity goes to zero. Therefore, the
proposed joint scheme adds security to the massive MIMO
system with negligible capacity loss when compared to the
same massive MIMO system without any security measure.

6. Conclusion

In this work, we proposed a joint scheme to add security
to massive MIMO systems. In the proposed approach, the
channel precoder and security scheme are jointly designed.
The joint design assures that the secured data does not
become unsecure after passing through the channel precoder.
As mathematically demonstrated, the simple concatenation
of the two blocks, channel precoder, and security scheme,
without considering the coupling between them, results in the
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leakage of information from the source to the eavesdropper,
which can lead to the complete recovery of the transmitted
data. Nevertheless, the OSPR scheme does not reduce the
capacity of the legitimate link. In contrast, in the proposed
joint approach, the capacity of the eavesdropper channel is
zero, and the capacity of the legitimate link is only very
slightly reduced. As a result, the secrecy capacity of the
proposed joint scheme is much higher than the one where
the channel precoder and security schemes are simply con-
catenated without considering the coupling between the two
parts.
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