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Abstract

Modern cities are supported by multiple heterogeneous IT systems deployed and managed by distinct agents. In general, those
systems use old, dependent and non-standardized technologies, which make them legacy and incompatible systems. As smart
cities are moving toward a fully centralized management approach, the lack of integration among systems raises several
problems. Since they are independent, it is not easy to correlate information from different systems and put it together to work in
order to achieve application goals.

The collaboration among different systems enables an agent to offer new functionalities (services or just information about the
city) that cannot be provided by any of these systems working as individual entities. The goal of this paper is to propose an
integration middleware to support the management of Smart Cities in a dynamic, transparent and scalable way. The proposed
middleware intends to support interoperability among different systems operating in a city.
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1. Introduction

Nowadays, cities rely on multiple systems (e.g. smart grid, efficient buildings, healthcare, garbage, water) which
make it smarter. However, typically those systems are from different providers and are managed by distinct agents,
using their own computational infrastructure, and work in isolation. In addition, those systems are often
incompatible since in general they use old, dependent and non-standardized technologies. This results in an
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environment in which there is no interoperability among the systems, debilitating the goal of fully addressing the
urban development challenges.

An intelligent city need tools able to contribute to an efficient management and orchestration of the existing
different services. It is important to design and implement solutions for urban management based on the knowledge
of the state of the city (in each instance — real time or near it) allowing to share information with third-party services
thus promoting quality of life within the city.

The information of the city (sensed data) is collected through sensors distributed over urban space, which
communicate using wired or wireless networks. These sensors may be owned by cities, but may also be owned by
different stakeholders that supply services on the city infrastructure. Typically, the data is collected and handled by
different management systems, owned and managed by each stakeholder and do not integrate with others.

The goal of this paper is to propose a framework that allows city authorities to efficiently manage the city by
centralizing all relevant data in a single point while enabling to gather knowledge from correlated data. This will
allow to process data collected by different systems, presenting it in a structured way that enables extracting new
insights from this data in order to facilitate the decision-making process. This framework aims at supporting
interoperability among the different systems of the city by providing a set of services and tools to have direct control
over the environment, allowing a real-time update of the different devices distributed in the urban space. Once
developed, the proposed solution will enable developers and city authorities to provide richer and more interesting
applications to help them solving problems detected on the city ultimately providing better services to citizens.

2. Related work

Smart cities and IoT applications have received a considerable attention from researchers in recent years. Smart
cities can provide a new generation of real-time and time-critical, location, social, and context-aware services to their
digital citizens, such as for emergency and health-care !, surveillance 2, entertainment, and social good > . Recent
research activity related with smart cities, focuses on event forecasting >, multi-sensor information fusion °, business
model and profit maximization ’, ontologies ¥, service models ° and quality of experience !°. Researchers have also
developed a multitude of application-specific solutions for areas such as diagnostics '"!2, environmental monitoring
1415 social interest '°, traffic management 7, etc. However, these application-specific solutions are not integrated.

The lack of integration raises some problems, for example, how distinct, heterogeneous, fully decentralized and
independent systems can closely collaborate with each other to achieve innovative application and to manage a city
from a single point.

In the literature, there is a set of works proposing middleware approaches which provide abstractions
to develop Smart City applications. Nevertheless, in general, they do not fully address the interoperability needed to
manage a real city. For instance, some of them are focused on IoT environments and in other abstractions for Smart
City 181920, Other middleware approaches focuses on the integration of public and private cloud platforms for smart
cities environments 2! 22 rather than interoperability. In contrast, OverStar 2 does have a strong focus on
interoperability but its generality fails to address Smart City scenarios and requirements. There are other works more
oriented to the interoperability context that can be used in Smart City scenarios. These works are related with
System-of-Systems (SoS) approaches that support different heterogeneous, stand-alone and largely independent
constituent systems 2% 2% 26:27. 28 While there has been significant research into SoS middleware, these works have
not addressed the needs, and complexities of smart cities.

18,19, 20, 21, 22

3. CityMii Middleware for Smart Cities

A city becomes truly smart only if it is an autonomous city where the heterogeneous utility systems and sub-
systems within the Smart City are able to communicate with each other to operate in an integrated manner. In this
context, to achieve a truly Smart City, a common middleware platform is essential.

The CityMii middleware is a centralized hub where the utility systems communicate to their own producers, data
collection units, sensors and with each-others (required systems) for synchronized operations. CityMii allows the
Smart City authorities to have a centralized control over the data that flows through the various utilities and
subsystems. The authorities are able to view the data acquired and handled by these systems. Also, based on defined
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requirements, the authorities can be able to route the data from a utility system to another system where this data is

required.

Since the Smart City systems are foreseen to be deployed for longer periods, sustainability and maintainability are
two major concerns. CityMii offers a centrally and scalable management by providing features such as rule based

actions, autonomous decision making, real time alerting and status monitoring.
Moreover, CityMii is built over open industry standards, allowing to create a vendor neutral and interoperable eco

system.

The overall architecture of the CityMii middleware for Smart City is shown in Fig. 1. It is an integrated
architecture of vertical systems for smart cities that allows the visualization of the data in a holistic way, the
parameterization of rules and a real-time update in the different vertical systems.
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Fig. 1. CityMii middleware architecture for Smart City.

This architecture is composed by three main layers:

e Device layer: that include sensors, actuators and IoT gateways used in different vertical systems in a city;

e Middleware layer: this layer integrates several modules such as the M2M connectivity module, data broker, the
configuration U, reporting and logging, dashboard and the API module.

(e]

M2M connectivity layer: this module is the entry point to the system. All the data will cross this module
to entry or leave the system. It is designed to handle a massive number of concurrent connections and data
traffic while the hardware resources are optimized. This module will give back proper acknowledgment to
the data senders regarding the status of the data received. The support technologies proposed for the M2M
connectivity layer are WIFIL, LoRA, 2G, 3G and LTE mobile networks. The module also includes interfaces
to multiple types of data points. It has a sensor data unit to receive data from sensors and controllers, an
external interface to route data from external systems to the middleware which can be used by any internal
subsystem. M2M connectivity module has support for a set of protocols, such as HTTP, HTTPS, REST,
MQTT and CoAP. It includes the first level of security including SSL certificate verifications, firewall
systems, access control and DoS protections;

Data Broker: is a data forwarding system which routes the data to the destination. The destination can be
an analysis platform which consumes the data for analysis or other type of application that make use of
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data. The broker has the capability to multicast and broadcast data based on the requirement. There is a
buffering option for data in case of systems with different data processing speed (e.g. fast data producer
and slow data consumer). The data is forward without processing, allowing it to be further processed by
other applications.

o Stream Processor: manages data collected by the device layer, process and stores them when needed and
sends them to API Gateway to be delivered to the subscribers. This module uses stream structure fields to
implement an SQL (structured query language for declarative data management) and ECA (event-
condition-action triplets for conditional processing) based approach for selecting which data and which
operations to use (computations over data and specifying which conditions should be tested against the data
(conditional processing).

o Configuration UIl: There is a User Interface (UI) where an administrator is able to easily configure the
system. The configuration includes data routing, security settings, processing configurations and
alarm/event definition. The UI also shows the system status and its performance.

o Reporting and Logging module: This module handles the reporting and logging of status and errors
occurring in the system. Any failure in the system is identified and reported to the administrator. This
module is supported by a messaging system that provides email, SMS and mobile app based messaging that
make easy to receive system notifications. This module can also be configured using the configuration UI.

o Dashboard: an intuitive dashboard with graphical representations of the subsystems supported by the
middleware and its status in real-time. It also represents various parameters of the middleware such as the
number of sub-systems currently in the system, number of queues, status of each queue, systems
consuming each queue, data flow rate, system utilization and the links to each subsystem Uls &
dashboards.

o API Gateway module: this module allows exposing the data from the lower layers to application layer.
The API has support for Web Services, REST and HTTP to easily interface with external Smart City client
applications.

e Application layer: uses [oT data to create applications with added value for the citizens.
4. Smart City Applications

In order to achieve the real potential of a Smart City, the city must be a platform of applications, incubating ideas
of its citizens aiming to promote citizenship. It should stimulate the knowledge of the citizens, enabling its
motivation to use and develop new solutions that improve the cities. This is particularly relevant in vital areas such
as traffic, tourism, safety, health, environment, public space, culture, education or social activities.

Applications for smart cities are similar to conventional mobile applications. However, according to the current
trends they would integrate its data within a common platform, in order to give a global view of the field/sector in a
city. Moreover, those applications should be oriented to empower citizens and/or to manage resources within the
cities.

The adoption of the CityMii middleware can leverage the development of several new applications able to
support city authorities and/or improve the quality of life of people that lives in these smart cities. Following, some
examples of application aiming to provide city information to its citizens in order to raise awareness of some of the
daily problems found by the city authorities, are described.

Taking into account a “Waste management” scenario, currently, the collection of waste is made by local
authorities or contracted companies for this purpose while the consumer is requested to pay a standard price. This
price may be the same for all consumers or can be determined by each consumer's location, volume of consumed
water or electricity thus not representing the real amount of waste produced by the consumer. One useful application
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that can be developed in the context of smart cities will be able to quantify the amount of waste produced by a
consumer in order to determinate the value that must be paid. In this application, each waste container has an
embedded application-activated electronic lock and a weighing-machine, which allows to open the waste content
and to measure the amount of waste introduced by each consumer. Defining a garbage separation policy (e.g.,
common containers are more expensive that separation/specific container), an application that measure the weight
introduced in the container and shows the operation cost, allows to make the consumer aware of the importance of
separating the waste. This allows to improve the waste management system and the environment in the city,
promoting also sustainability.

Other possible application scenario is to develop and deploy environmental monitoring applications providing
environmental indicators (e.g., rains and abnormal winds) to the citizens. In addition, for example, the application
can also provide and correlate data with the city's green spaces (values/indicators taken from the irrigation system)
in order to inform the citizens about the amount of water needed to maintain a given space.

Other scenario is related with the monitoring and control of flow of vehicles and people in city centers, with
particular attention on historic centers. In order to do so, it is possible to develop applications that inform the drivers
about the quantity of vehicles in a given area, avoiding undesired delays in traffic. Other possible scenarios are to
monitor the amount of light available in the city aiming to help people to define better ways, and to avoid assaults,
run-ins or other unwanted accidents.

From the above it becomes clear that within a city there are numerous possibilities for the development of
innovative smart application. The CityMii middleware architecture also contributes to an effective use of the
available multiple data silos existent on the city to effectively manage the city and improve citizen’s awareness.

5. Testing and results

The CityMii middleware architecture was already implemented as a proof of concept and submitted to an initial
assessment. The experimental setup scenario defined for this assessment included the data gathered from 10 weather
station and 45 mobile phones. Each weather station was installed in a specific location (near green spaces) and
collects and transmits a data sample every second. Each sample from the weather station contains the topic id,
weather station id, GPS coordinates and the temperature and humidity as measured in the location. The topic id
indicates the class of application the data fills.

Three different types of mobile application were also developed for this assessment. The first, application (App1)
collects GPS position, accelerometer and gyroscope data and sends it to the CityMii. The second (App2), collects
GPS position and the amount of time a user settled in each location. In order to filter possible oscillations in the
position it is assumed that if a small variation in the position occurs, the app keeps the location unchanged). The
third Application (App3) simulates a common application for social networks by publishing data on the CityMii. It
was defined that the mobile applications Appl and App2 collect data and send it every second. In order to make the
application heavier (perhaps more realistic), in these two applications we added 500 Bytes of fake data to the sensed
data before send it to the CityMii. The third mobile application (App3) allows to send data from mobile phone
cameras (images and/or videos) to the CityMii.

The mobile phones were carried by students (they used their own mobile phones) and the data was collected
during the class activities. The students were divided into three groups, each group using the same mobile
application, Appl, App2 and App3.

Three prototypes of smart city applications were developed allowing to display the received data produced by
each group of mobile applications and the weather stations. In short, four different data sources (topics) and three
consumers (smart city applications) were created according to Table 1. Smart city App 1 and 2 are two conventional
applications that deals only with one specific topic. The third smart city App intended to demonstrate the
middleware capabilities in spread data to any application, making the system integrated and interoperable.

The CityMii was configured to receive data from devices using HTTP, HTTPS and MQTT protocols. The data
broker was configured to forward the data to the corresponding application through the respective API.

The CityMii middleware and the developed smart city applications were running on an i7-3740QM @ 2.70GHz
machine with 8 GB RAM and this experiment ran during around 1 hour.
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Table 1. Data topics produced and its consumers.

Topic  Data in the topic Consumer

W1 Station id, GPS position, temperature and humidity Smart City App 1, Smart City App 3
PH1 Phone id, GPS position, accelerometer and gyroscope info ~ Smart City App 2
PH2 Phone id, GPS position, time Smart City App 3
PH3 Phone id, user alias, [photo or video] Smart City App 3

In terms of results the data from the registered devices were received successfully at the middleware and routed
to the corresponding application modules. Fig. 2 and Fig. 3 show the throughput and delay results gathered from our
test. The message rate and load is not significant to evaluate the performance of the middleware. However, it intends
to show that all information was delivered correctly and there weren’t losses in any part of the system. In terms of
delay, the system also sustain a good response, introducing a neglected delay (in average, 5.31E-05 ms and
maximum 9.22E-04 ms). A large amount of this delay is consumed into each Smart City App and is mainly due to
information parsing and processing.
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With this proof of concept, we show that CityMii is able to deal with different classes of applications and it is a
viable solution for future cities, providing integration capabilities, which makes the cities smarter and promotes the
development of new applications oriented to the real needs of citizens.

6. Next Steps

This work is still under development. Future work includes: (i) designing more drivers to abstract the existing
solutions of each specific stakeholder; (ii) optimize each middleware components; and (iii) study other technologies
to describe execution flow, to communicate brokers with each other, to describe interfaces between brokers and
respective systems, to describe interfaces between brokers and other smart cities platforms' components.

7. Conclusions

Since smart cities use information and communication technology to manage their urban space, a set of sensors,
actuators and applications are needed. In order to create an efficient ecosystem, an architecture defined by a set of
functional entities that guarantee a holistic, but also detailed view of the city to ensure efficient management by
local authorities is also needed. In this context it is expected that systems can work with each other, exchanging data
and features. However, it is not easy to create conditions for an efficient collaboration and information exchange
among those systems since they are not usually designed to be integrated. The divergence of the adopted
technologies and the need for specific knowledge about third-party systems difficult the task of developing
interoperable systems. This paper proposed a middleware approach to support the creation, deployment, execution
applications for Smart City environments. It supports interoperability among different systems operating in a city.

The model advances the state-of-the-art since it has capabilities to integrate any existent Smart City Application
in order to create a single ecosystem able to manage whole city. We have described each module of the system and
used an experimental testbed that show the system is able to deal with different class of applications. From our test
run, we extracted logs and displayed the incoming and out coming throughput, as well as the delays that proves
correct integration of different data sources.
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