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Resumo

Internet das Coisas (10T, sigla proveniente do termo inglés Internet of Things), que consiste no
desenvolvimento de redes de dispositivos conectados que comunicam dados através de Internet, é
um campo de investigacao relativamente recente, com um grande potencial na area da saude. O
uso de IoT permite aos pacientes controlarem mais efetivamente a sua propria saide a qualquer
momento e, no caso de idosos, permite-lhes ser independentes em casa por mais tempo.

Tendo em conta ambientes hospitalares, o uso de comunicagdes sem fios permite a monitoriza-
¢do sem confinar o paciente a cama. Sem o uso de fios ligados ao paciente, a desconexao indese-
jada dos instrumentos de medi¢do devido aos seus movimentos ¢ anulada, diminuindo o ndmero
de falsos alarmes que necessitam de atencdo imediata e assim aliviando os recursos humanos e
financeiros do sistema de satde. Para além disso, [oT permite antecipar a alta dos pacientes sem
comprometer a sua saude, ja que permite monitoriza-los remotamente fora do ambiente hospitalar.

O principal objetivo desta dissertagdo é propor um sistema sem fios de acquisi¢ao de dados para
ser usado num né de 10T que adquire dados de sensores colocados no corpo do paciente. O sistema
é responsavel por adquirir vérios tipos de dados de sinais vitais e seguinte preprocessamento. Os
dados sdo depois armazenados numa base de dados e transmitidos para outros nés da arquitetura.
Para visualizar os sinais vitais, uma interface grafica foi desenvolvida.

A solugdo apresentada foi validada em experiéncias conduzidas num cendrio real (hospital)

usando dados de voluntérios obtidos em tempo real.

Palavras-Chave: Internet das Coisas; Sistema de Assisténcia Médica; Aquisi¢cdo de Dados;

Transmissao de Dados; Visualiza¢do de Dados
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Abstract

Internet of Things (IoT), which consists in the development of networks of devices interacting
with each other via Internet, is a relatively new field of research with great potential in healthcare.
The use of IoT offers patients the opportunity to control more effectively their own health at all
times, with the added effect of enabling elderly people to live independently at home for longer.

Regarding hospital environments, the use of IoT wireless communications allows monitoriza-
tion without confining the patient. Without the use of wires attached to the patient, the undesired
detachment of the measuring electrodes due to their movement is nullified, decreasing the number
of false alarms that require immediate attention and relieving human and financial resources of
the healthcare system. Furthermore, 10T allows for earlier discharge without compromising the
patients’ health outcomes since it allows the patients’ remote monitorization outside the hospital
environment.

The main goal of this dissertation is to propose a wireless data acquisition system to be used in
an [oT node that acquires data from sensors placed in the patient’s body. The system is responsible
for acquiring various types of vital signs data, followed by their preprocessing. The data is then
stored in a database and transmitted to other nodes of the architecture. In order to visualize the
vital signs of the patient, a graphical user interface was developed.

This solution was validated through experiments conducted in a real scenario (hospital) using

real-time data from volunteers.

Keywords: Internet of Things; Healthcare System; Data Acquisition; Data Transmission; Data

Visualization
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1 Introduction

1.1 Context and Motivation

Hospitalized patients are often tethered to many measurement instruments in order to achieve
continuous biomonitoring. The confinement of the patient to the bed limits his mobility. Fur-
thermore, patients’ movements often result in detachment of the measuring electrodes. These
situations lead to false alarms, which require immediate attention, straining human and financial
resources of the healthcare system.

Internet of things (IoT) is described as network of devices interacting with each other via ma-
chine to machine (M2M) communications, enabling collection and exchange of data [6]. Accord-
ing to previous works [36, 61, 86, 3], the emerging technology breakthrough of the IoT is expected
to offer promising solutions in healthcare with the potential to minimize the problems described
above.

From the point of view of the patient, the use of IoT in Healthcare allows for a better con-
trol over their own health at all times. Since the patient can be monitored at home, it allows an
early discharge without compromising their health outcomes and possible costs of traveling to
meet healthcare professionals can be reduced. Regarding elderly people, IoT enables them to live
independently at home for longer [6].

In this dissertation, a Data Acquisition System (DAS) is proposed to acquire data from sensors
connected to the patients. Data acquisition is the process of sampling signals that measure real-
world physical phenomena and converting them into a digital form that can be manipulated by a
computer and software [69].

When allied with data collection and reporting, data acquisition allows the monitorization of
non-critical patients in home as well as in the hospital, improving access to healthcare resources

(specially in rural areas) and reducing strain on healthcare systems [6].



1.2 Objectives

The main goal of this dissertation is to propose a system to be used in an IoT node named
Smart Box to wirelessly acquire vital signals data from sensors. The system is also responsible for

temporary data storage in a database and data transmission of the biomonitoring parameters to a

Gateway that interacts with a central patient management system.

Another goal is to visualize these signals through a Graphical User Interface (GUI) in a web
interface.

The final goal is to test, adjust, and validate the developed system, in order to be used in

experimental tests in a real scenario at Centro Hospitalar e Universitdrio de Coimbra (CHUC), as
illustrated in Figure 1.1.

[.7",1”(\111‘1/‘1“'—»1-' W0ad

Figure 1.1: Illustration of a hospitalized, patient, Biosticker, Gateway and Smart Box and GUI.

1.3 Overview

This dissertation is organized in multiple chapters. Chapter 1 consists of an introduction to the

dissertation, stating its context, motivation and objectives. In chapter 2, the state of art with the



most relevant research work related to data acquisition, communications, healthcare interfaces and
healthcare system architectures is explored. In this chapter, a comparative study about the works
mentioned is present and the contributions of the dissertation are detailed. Chapter 3 provides
background information about the WoW project, aiding in the understanding of the work devel-
oped. The system components, the communications used and the methodology of the work is
presented in this chapter. Chapter 4 presents detailed information about the system modules im-
plementation. In chapter 5, the results relevant to the system adequacy and reliability are presented
and discussed. Chapter 6 is the conclusion of the dissertation, summing up the work and stating

the future work to be implemented.



2 Literature Review

Digital health technologies have the goal of improving the health of populations or individu-
als, using computing platforms, connectivity, software, and sensors. These technologies can be a
medical product, aid in diagnostics or improve the awareness of the patient’s health [22].

IoT is an emerging global Internet-based information architecture facilitating the exchange of
goods and services in global supply chain networks in a reliable manner [79].

It has been applied to many fields, such as smart parking [1], agriculture [31] and water usage
management [67] and it is expected to be used on developing intelligent systems in multiple ar-
eas, such as: traffic congestion minimization [17], crash-avoiding cars [2], smart grids [73], smart
homes [64], visually impaired people mobility and accessibility [66], natural calamities predic-
tion [71], waste management [40] and security [36].

The use of IoT in the existing systems mentioned above has proved that its techniques are
capable of monitoring remote objects, using data collection and reporting [6], considering that, in
order to interconnect the multiple used devices, their transmission range are overlapping [11].

Since IoT is still a relatively new field of research, its use in healthcare has great potential [6].
This potential has attracted much attention that resulted in multiple studies [86, 36, 77, 72] that
identify and confirm IoT as an solution to alleviate the pressures on healthcare systems [6].

Even thought IoT has many advantages when used in healthcare, it is also associated with
some disadvantages. The sensors that provide the vital signs may need to be regularly calibrated if
they are monitoring inaccurately and there is a risk of disconnection from the healthcare services
if the user is out of the cellular range or if the device runs out of battery. The increase of IoT
products and devices can lead to interoperability issues if the manufacturers do not follow standard
rules [36, 72]. IoT devices have data storage limitations, resulting in short data lifespan. This
can lead to losses of evidences caused by data being overwritten. A solution to this problem is
transferring the data to another device such as a Gateway or cloud [13].

When applied to healthcare, the data exchanged in IoT can be obtained through sensors. So

sensors are fundamental to most systems and applications, and without the unique input from them,



no system would be useful or even functional [28]. Wearable sensor nodes are those that measure
physiological conditions, such as the vital signs pulse, respiratory rate, and body temperature [6].
Data acquisition converts values from the sensors into a digital form [69] that is then commu-

nicated in the system architecture using many communication standards.

2.1 Data Acquisition

Data acquisition is the process of sampling signals that measure real-world physical phenomena
and converting them into a digital form that can be manipulated by a computer and software [69].
An accurate Data Acquisition System (DAS) is essential to any 10T system, since reliable data is
crucial to achieve the said system goal. In this subsection, various types of DAS’s are explored.

In [21], a system with the aim of providing temperature and humidity measurements was pre-
sented. In this work, the data was acquired using the multiple GPIO ports of the Raspberry Pi con-
nected to acquisition software application using RJ-45 connectors and Unshielded Twisted Pairs
(UTP) cables.

Another system in which the sensor values are sent to a Raspberry Pi through wires is the one
presented in [62]. The data from the sensors is accessed using the arduPi software library provided
by the manufacturer that is responsible for simultaneously storing the received sensor data and
sending it to standard output in a certain format.

The authors of [5] propose another method to acquire temperature and humidity measurements.
In this system, the Message Queuing Telemetry Transport (MQTT) protocol was used to achieve
real time data acquisition. In this system, a device named Wemos D1 Mini ESP 8266 Wi-Fi Module
publishes data from DHT 11 sensor to a computer that functions as the MQTT broker. The MQTT
broker facilitates exchange of data between the publisher and subscriber.

Different methods of acquisition can be used simultaneously in a system, such as in [70]. In this
system, the architecture was developed in order to integrate sensors that used different networks
protocols such as Wi-Fi, ZigBee and Bluetooth.

In [84], it is proposed an acquisition method that uses Bluetooth Low Energy (BLE) to collect
Blood Pressure data from a Blood Pressure Monitors (BPM). In this proposed system, Generic
ATTribute Profile (GATT) is used to determine how two devices interact. According to the au-
thors, the first step is to understand the services and characteristics of the Koogeek sensor used,
using tools that are pre-installed on a Ubuntu system, such as hcitool, bluetoothctl and
gatttool. Using hcitool, the authors discovered the services and which of their character-

istics had the property Notify or Indicate. The data is acquired when a characteristic with



Table 2.1: Comparative table of Data Acquisition Systems.

Type of data Communication Data
Works P

acquired standard Device storage Highlights
Ferencz and temperature, Serial Peripheral Raspberry Pi multi-node Apache Non-wireless
Domokos [21] humidity Interface pberty Cassandra cluster  acquisition
blood pressure, Non-wireless
pulse oximeter, Node.is acquisition,
Pap et al. [62] air flow, not stated Raspberry Pi ¥ Independent Sofware
. . Web Server
galvanic skin response, Components
body temperature for Sensor Access
. .. This study proves
Atmokoetal. [S]  temperature, humidity ~ Wi-Fi (MQTT) gf_%ohzélﬁi‘m ESP \iysar that MQTT is better
for a DAS than HTTP
Wi-Fi Gateway connected Architecture enables
Spano et al. [70] ECG ZigBee 4 not stated the usage of different
to ADSL router
Bluetooth networks protocols
Uses BLE, he most well
Wu and Martin [84] Blood Pressure BLE (GATT) Device with Ubuntu  not stated suited communication
standard

the property Not ify changes its ASCII value. When this ASCII value is translated the data is
considered acquired. The last step of the acquisition was to automate it.

In Table 2.1, a comparative study of data acquisition systems mentioned above is presented.

The Data Acquisition systems from [21, 62], even though well tested with satisfactory results,
are not an appropriate alternative to be developed in this dissertation, since they rely on wires to
function that would restrict the movements of the patient. Nevertheless, both systems showed that
the Raspberry Pi is an adequate choice to be used as the device responsible for the data acquisition.

The DAS in [70] has the advantage of being able to incorporate sensor signals using different
communication standards.

The method presented in [84] is similar to the one proposed in this dissertation. In accordance
with the Communications Section 2.2 of this dissertation, BLE is extremely well suited to health-
care applications due to its appropriate range, low latency, low power consumption and robustness
to interference. When allied with GATT, that works as an Application Programming Interface

(API), it allows for a safer connection and a more organized acquisition.

2.2 Communications

Healthcare systems rely on two types of communication: Short Range Communications and
Long Range Communications.

Short Range Communications are responsible for the communication between [oT nodes placed

within the WLAN (Wireless Local Area Network) and the WBAN (Wireless Body Area Network).

The standards explored in this section are Bluetooth, Bluetooth Low Energy, Zigbee, Wi-Fi and



RFID.

Long Range Communications connect the central node of the WLAN/WBAN to a base station.
The standards explored in this section are LPWANs and NB-IoT.

In a healthcare environment, there are many factors to be considered in a [oT communication
standard. Firstly, the used standard should have no side effects on the human body that lead to
health concerns to the patient. In order to minimize the time in which medical help arrives to
the patient in need, specially in life or death situations, it is important to utilize a communication
standard with low latency. In order to assure that the information is always received independently
of the patient’s location, the communication standard should have high availability [6].

Bluetooth is a connection oriented communication technology, where terminals must establish
their connection when they communicate with each other. It was created by Ericson in 1994 and it
has a maximum rate of 3 Mpbs and a frequency band of 2.4 GHz [86] and the advantage of using
low radiation which is less harmful to humans [86]. It has been used in 10T systems such has the
ones present in [68] (a blood pressure monitoring system) and [12] (an home patient monitoring
system for early detection of Alzheimer’s disease).

According to [39], the terminals of the systems that use Bluetooth can either be “Discovering”
or “Discoverable” and the connection must be established by a “Discovering” terminal and an
adjacent “Discoverable” terminal.

Each terminal changes its status periodically by using a randomly chosen duration. This can
increase the connection establishment latency if the terminals have the same status.

Bluetooth originated Bluetooth Low Energy, one of the two main standards used as short
range communication in a [oT system. BLE is developed by Bluetooth Special Interest Group
(SIG) with the goal of providing an energy-efficient standard capable of using coin-cell battery
operated devices. BLE is very helpful in IoT, since it connects peripheral devices to processing
devices like smartphones that contain Bluetooth related applications.

The topology used in BLE related systems is the star topology. The star topology is charac-
terized by a central node connected to sensors. The data is obtained by the sensors, that send it to
the central node, where it is collected and processed. The sensors do not communicate with each
other.

In an open-field, BLE has a range of 150 meters [9] and in non-ideal conditions its range is
around 10 meters [29], which is enough distance to reach the nodes. Its range, low latency and
high data rate makes BLE suitable for emergency health. Due to operating in the 2.4GHz band,
BLE is robust enough to noise to be used in a healthcare system [6].

BLE has many applications in different industries, such as healthcare [8, 55], smart energy and



smart home domains [60, 16].

The connection mechanism in BLE is a major improvement in relation to the one used in
Bluetooth. Instead of using “Discovering” and “Discoverable” terminals (active scan), BLE uses
terminals that can be “Advertising” and “Scanning” simultaneously in order to find and be found
by other terminals [39]. This mechanism allows very quick connections [60]. Another charac-
teristic that proves that BLE is suitable for healthcare applications is its extremely low power
consumption [6].

The other main standard for short range communication is the ZigBee standard, that was de-
signed by the ZigBee Alliance with the goal of providing low-cost, low-powered networks for
M2M communications. Even though it can also be used in a star topology, it is more common to
find the Zigbee standard used in a mesh network. In a mesh network, there is no central node and
all the nodes communicate with each other.

There are many ZigBee modules, such as XBee (the simplest), XBee Pro and XBee Pro 900
XSC. XBee is the preferable solution as a short distance communication since, although its range
is inferior (30 meters), its power of transmission is the lowest (1 mW) and the data rate is the
highest (250 kbps, same as the XBee Pro) [6].

ZigBee has been used in many IoT systems such as Escort, a safety monitor for people living
with Alzheimer’s disease [75], and a Low-power wearable ECG monitoring system for multiple-
patient remote monitoring [70].

Wireless Fidelity (Wi-Fi) was created in 1997 for non-IoT purposes. It is a very common
standard in healthcare environments but, compared to other standards, it has a very high power
consumption (over 1000 mW) [60]. Its range is 1 to 300 Mbps and its band is 2.4 G to 5GHz.

Radio Frequency Identification (RFID) is a communication standard that allows the identi-
fication of the devices from a distance using an electronic tag without the need of battery. This
is useful in a healthcare environment, since the tag can contain the records of each patient and
provide them easily to the medical professional [56]. RFID has a band of 13.56 MHz and its data
rate is 106 to 424 Kbps [86].

Low-Power Wide-Area Networks (LPWANSs) are a subset of long-range communications
standards. Their range of several kilometers, low-power device design that minimizes the risk of
patients being offline and ability to support short bursts of data infrequently make them highly
suitable for IoT applications [6]. The most common LPWANSs are Sigfox and LoRaWAN.

NB-IoT is a more recent standard. It is still being deployed and it is expected to become
more prominent. Overall, NB-IoT is suitable for healthcare applications since it can support many

devices, it is secure and has high energy efficiency [6].



In Table 2.2, a comparative study of communication standards in the literature is presented.

Table 2.2: Comparative table of Communication Standards.

Communication Maximum . Typical transmission Energy
Band of operation . .
Standard Data rate distance consumption
Bluetooth 3 Mbps 2.4 GHz 20 m High
Bluetooth Low Energy 2 Mbps 2.4 GHz Sm Very low
ZigBee 250 Kbps 2.4 GHz 30 m Very low
Wi-Fi 300 Mbps 2.4 -5 GHz 50 m Very high
RFID 424 Kbps  13.56 MHz 20 cm Very low
868 MHz (EU)
LPWAN 100 bps 915 MHz (US) several Kms Low
NB-IoT 250 Kbps  Various 15 Kms Low

BLE is extremely well suited to healthcare applications due to its appropriate range, low la-
tency, low power consumption and robustness to interference.

Compared to ZigBee, BLE is present in more devices such as smartphones. Furthermore, BLE
is more secure, since the fact that the developer is the one to implement the key exchange of
ZigBee, its security can be compromised. Even though this dissertation does not focus on security
of the system, lack of security of one standard compared to another must weight on the choice of
standard.

If the throughput required is of a higher value and power consumption and connection latency
are not of great concern classic Bluetooth should be used [20].

Even though the long range communications are very helpful in 10T systems, the work of this
dissertation does not require data transmission with a range greater than 5 meters, so this type of

communication standards will not be further explored in this dissertation.

2.3 Healthcare Interfaces

Since 10T systems in healthcare generate large amounts of data, the 10T system needs to contain

a component to represent it in a visual way that allows the healthcare professionals and patient to

understand it [41]. It is then important to develop a interface to fulfil this goal. In this section,
some examples of interfaces in healthcare [oT systems are presented.

The authors of [62] aim to present a system for local and remote patient monitoring using blood

pressure monitor, pulse oximeter, air flow, galvanic skin response and body temperature. In order

to analyse the data, this system requires a GUI that obtains it through Asynchronous JavaScript
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And XML (AJAX) requests to the Node.js server. This interface contains a main page presented in
Figure 2.1 that shows the latest value of each sensor and redirects to pages that contain charts with
the history of values in real-time with functionalities like scaling, zooming and panning to aid data
analysis. The interface can be accessed locally or through any device through the browser using

the standard HTTP protocol on the default port 80.
Please choose a sensor:
Blood Pressure

Time: 2018-01-04T08:11:00
Systolic: 141 mmHg
Diastolic: 104 mmHg
Pulse: 921 bpm

Pulseoximeter

Time: 2018-01-22T05:40:59.800

Pulse Rate: 84 bpm

Oxygen Sat.: 99 %

Figure 2.1: Main page of the interface of the system described in [62].

In order to monitor the physiological parameters of in-hospital patients, the authors of [42]
opted for a simple interface, consisting of a table for each sensor data acquired, as shown in Figure
2.2. The intended users of the interface are the physicians, so they can analyse it and prescribe
the appropriated medical management. The interface can be accessed through any device like a

Personal Computer (PC), tablet or smartphone.
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Figure 2.2: Patient Monitoring System in [42].

The goal of the system in [70] is to remotely monitor non-technical users in need of long-term
health. In order to allow users and authorized clinicians to configure and control the entire system,
a crucial interface was developed. This GUI can be accessed from any computer, smart phone or

tablet connected to the internet. The ECG visualization page is shown in Figure 2.3.

12



# CleverHome

Eel £ | 13111452.207 8

CleverHome

£ Time Interval
sensorn.d 1.0 <] Delober 2012 o
Su Mo Tu We Th K 2a
A2l
Z o0s
£ H
o
i
2
5
2 00
b rLu—.;—JH
Time 1553
Hauir
.05 N e
0.0 05 1.0 15 20 25 3.0

Figure 2.3: ECG page from the Interface from the system described in [70].

In Table 2.3, a comparative study of healthcare interfaces in the literature is presented.

Table 2.3: Comparative table of Healthcare Interfaces.

Works Data Laneuace Data Historical
acquired BU4EC Retrieval Data
blood pressure,
pulse oximeter,

Pap et al. [62] air flow, Node.js AJAX yes

o Requests
galvanic skin response,
body temperature

Khan and temperature not stated not stated no

Khachane [42] p

Spano et al. [70] ECG not stated not stated yes
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All the healthcare interfaces achieve the main goal of visualization of data in real-time, inde-
pendently of the language in which the interface was developed or the method of retrieval of data.
The functionalities of assessing the historical data through graphs in the interfaces from the sys-
tems [62, 70] and the ability to access the interface using any device from the interfaces [62, 42, 70]
seem helpful and add value to the mentioned interfaces. The main drawback of the interfaces pre-

sented is their design, which is not appealing, specially the one from [42].

2.4 Healthcare System Architectures

Healthcare systems use a set of interconnected devices to create an IoT network devoted to
healthcare assessment, including monitoring patients and automatically detecting situations where
medical interventions are required [74]. A healthcare system can provide a variety of services,
offering solutions to many healthcare problems, such as the lack of autonomy of older generations
that can be helped with Ambient Assisted Living (AAL) systems [87] and injuries caused by taking
medication that need an Adverse Drug Reaction (ADR) system [38].

In a healthcare system architecture, it must be represented the structure of the entire tested
system, starting from the sensors and sensor circuitry, passing through the data acquisition circuit
and software development until the design and implementation of data storage and visualization
application. In this subsection, multiple healthcare systems architectures are explored.

The authors of [62] present a system based on a Raspberry Pi 3 that records blood pressure,
pulse oximeter, air flow, galvanic skin response and body temperature data and presents it in a
graphical interface that is explored in Section 2.3. The main component of the system is a Node.js
server-side application running on the board, that is responsible for controlling the entire system,
from the acquisition of the sensors data, explored in Section 2.1, to the web interface, explored in
Section 2.3.

The authors of [59] propose the general architecture with a front end that is responsible for
acquiring healthcare data from the patient and transmitting it to the backend securely and in a
privacy-preserving fashion. For the acquisition of the data the authors propose the usage of the
main communication standards Bluetooth Low Energy and ZigBee. The backend of the system is
responsible for storing and processing the data securely.

The paper [75] presents the Escort System, a safety monitor for people living with Alzheimer’s
disease, that often exhibit wandering behavior, that increases the likelihood of accidents, serious
injury, and even death. This system communicates the patient’s location to a central server and

can communicate alerts to caregivers. The communications standards used are ZigBee in a mesh
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Table 2.4: Comparative table of Healthcare Architectures.

Acquired Communication

Works Goal Data Technologies

Devices Highlights

Modular approach

Propose a data on the acquisition,

blood pressure,

acquisition, ulse oximeter seamless integration
Pap et al. [62] storage and Eir Aow. ’ not stated Raspberry Pi 3 of multiple types of
visualization i sensor, node.js as
. body temperature
solution central component

of the architecture

Propose a data

acquisition, . .
BLE, Machine Learning
Page et al. [59] st.orag.e agd not stated ZigBee not stated in the Back end
visualization
solution
Monitor . .
Taub et al. [75]  Alzheimers location ZigBee nght.nght Mesh network
. Location Beacon
patients
Remote ECG BLE, Gateway connected It can be integrated
Spand et al. [70] ote. ECG ZigBee, Y . g
monitoring Wi Fi to ADSL router with other systems
Transfering ECG,
Nikolaevskiy mobile data glucose sensors, Portable medical One Gateway for
securely to RFID tags, not stated . .
et al. [57] . . terminal each patient
healthcare insulin pumps,
services accelerometers

network that can support at least 20 to 30 nodes and cellular networks. Instead of using vital
signals sensors like in the others systems presented in this dissertation, this system uses Night
Light / Location Beacon as the provider of data.

The system presented in [70] has the goal of monitoring multiple non-technical users in need
of long-term health monitoring in residential environments remotely with a low power wearable
ECG. According to the authors, the solution presented has the advantages, compared to the state of
the art, of using ECG prototype sensors with record-low energy per effective number of quantized
levels, providing low marginal cost per added sensor/user and offering the possibility of seamless
integration with other smart home systems through a single 10T infrastructure.

The system proposed in [57] presents a WBAN for each patient that consists of wearable and
implantable devices like ECG, glucose sensors, RFID tags, insulin pumps and accelerometers.
The main different characteristic of this architecture is that there is one Gateway for each patient,
instead of one Gateway for many patients. The Gateway is responsible for the aggregation, pro-
cessing and transferring of the data to the healthcare system.

In Table 2.4, a comparative study of healthcare architectures in the literature is presented.

The system on the paper [62] has the benefit of showing that an interface can be developed

using node.js and could be improved by turning the acquisition wireless.
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The system from [59] could be more detailed in the types of devices that the authors intend to
use. For example, the insertion of another layer with a data processing device in the architecture
could be beneficial.

The Escort system present in [75] could benefit from the inclusion of a wider variety of sensors,
instead of only using the position of the users, so that the approach to ensure the safety of the
patients can be broader.

The system on [57] uses one Gateway for each patient. In order to make studies with the data

from different users, the authors could consider using the same Gateway for different users.

2.5 Contributions

As stated before, this dissertation has the goal to propose a DAS to be used in a Smart Box that
is responsible for data acquisition, storage, transmission and visualization. This [oT node is part
of a system to wirelessly monitor patients as a step towards domiciliary hospitalization.

Regarding the fragilities of the state of the art and in order to achieve an innovative system
architecture to wiressly monitor untethered patients, this dissertation proposes the development of

a Smart Box firmware capable of:

* Reliable and continuous low-level data acquisition from a series of biomonitoring stickers
for patients, including fully untethered, simple and very low-cost printed stickers, using

BLE, inspired by the method described in [84]:

* Data transmission to the Gateway through MQTT, using specific topics for each type of

sensor transmitted.

* Raw data storage in an internal MongoDB database to feed a GUI and to assure data redun-

dancy;

* Deploying an interface using node.js, HTML and CSS that allows to visualize real-time and

historical data using web a browser.

In addition to the firmware development, the dissertation has the contribution of experimental
validation in real tests in an healthcare environment.
In Figure 2.4, an overview of the proposed system in this dissertation is presented. In the next

chapters, the methodology and implementation is detailed.
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Figure 2.4: Overview of the system described in this dissertation.
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3 System Architecture and Methodology

The work detailed in this dissertation was developed as part of the Wireless biOmonitoring
stickers and Smart Bed architecture: toWards Untethered Patients (WoW) project.

The overall goal of the WoW project is to demonstrate wireless patient biomonitoring and cen-
tralized data collection, processing and transmission, as a step towards domiciliary hospitalization.
This goal is accomplished by developing a system architecture that contains thin-film biomonitor-
ing stickers that obtain data that is then collected, processed and transmitted to the most utilized
software in the Portuguese hospitals, Globalcare, a proprietary Hospital Information System de-
veloped by the project leader Glintt.

The architecture proposed in the WoW project is presented in Figure 3.1. The blue square in
the image highlights the components and interfaces in focus within the work developed in this
dissertation.

The architecture has a star topography where the Gateway is the central node and the Smart
Boxes embedded in hospital beds are the nodes connected to it. One patient-Biosticker pair is
assigned to each Smart Box.

To aid to a better understanding of the work that originated this dissertation, background con-

cepts related to the components of the architecture.

3.1 System Components

3.1.1 Biosticker

The Biosticker, represented in Figure 3.2, is a wearable device that combines the sensors that
register the vital signs Temperature, Heart Rate, Electrocardiogram (ECG), Inertial Measurement
Unit (IMU) and Respiration. The Biosticker is comfortably attached to the patients skin without
restricting his/her movements, collects the data and sends it fully wirelessly through BLE to an [oT
node named Smart Box. According to multiple works [6, 65], the development of accurate sensors

is essential to the success of the system developed, since they are responsible for the measurement
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Figure 3.2: Biostickers placed on the patient’s skin.

of the essential signs for determination of critical health such as pulse, respiratory rate, and body

temperature.

Temperature

Body Temperature is one of the vital signs and its values provide to the wearable healthcare
system the possibility of predicting hypothermia, heat stroke, fevers and other diseases.
Previous works have shown that it is possible to implement reliable temperature measurement
for remote health monitoring [47, 58, 43].
The sensor model used is the Maxim Integrated MAX30205 human body temperature sen-
sor [19, 18]. It is used for fitness and medical applications. Its main features are an accuracy of

0.1°C 1n the range 37°C to 39°C, a 16-Bit temperature resolution and a 600A (typ) Supply Voltage
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Range.

Heart rate and Electrocardiogram

The Heart rate reflects the pacing of the heart (beats per minute), by counting the beats of the
artery within 1 minute [14].

Electrocardiogram (ECG) is an non-invasive exam that evaluates the cardiac function, using
an electrode to measure and record the electrical activity of heart muscle. It is one of the most
widely used technique to determine heart beat response in real-time through the analysis of its five
components named PQRS and T [65].

Multiple IoT systems [30, 45, 65, 85] have Heart Rate and ECG sensors integrated in their
architecture.

The model used to collect both Heart Rate and ECG data is the MAX30003 [48], which is a
complete, biopotential, analog front-end solution for wearable applications, consisting of a single
biopotential channel providing ECG waveforms and heart rate detection. It can be used for clinical

and fitness applications.

Inertial Measurement Unit

An inertial measurement unit (IMU) is an electronic device composed by accelerometers, gy-
roscopes and magnetometers that measures and reports a body’s specific force, angular rate, and
sometimes the orientation of the body.

Clinically, this type of sensor is very helpful in the detection of falls and it also has fitness
applications, such as the evaluation of fatigue [63] and human step-counting [78, 76].

The IMU sensor used is the LSM6DS3 [46], that features a 3D digital accelerometer and a 3D
digital gyroscope. This sensor performes at 1.25 mA (up to 1.6 kHz ODR) in high-performance
mode and enables always-on low-power features. The LSM6DS3 is robust to mechanical shocks,
has a full-scale acceleration range of +16 g and an angular rate range of + 2000 degrees per second

(DPS).

Respiration

The measurement and monitorization of the respiratory rate can aid in the identification of con-
ditions such as asthma attacks, hyperventilation due to panic attacks, apnea episodes, lung cancer,

obstructions of the airway, tuberculosis and more [6].
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The solution used to collect respiration data is a strain gauge that measures the changes in

resistance that varies with the changes in strain [54] caused by the respiratory cycle.

3.1.2 Oximeter

Pulse oximetry measures the level of oxygen in the blood, serving as an indicator of respiratory
function. This vital signal has been integrated in many IoT systems with various goals, such
as monitoring cardiac activity and heart related diseases [53] and early detection of Covid-19
Symptoms [33].

Two models of oximeter are used: PC-60FW [50, 32] and Wellue FS20F [81]. These oximeters
have OLED display, are resistant to water splashes, drops and mechanical shocks and are portable
and durable. These instruments are capable of continuous measurements followed by transmission
through BLE. The data can be visualized in the OLED display and in their respective mobile

applications. In addition to pulse oximetry, both oximeters also provide pulse rate.

3.1.3 Smart Box

The Smart Box is the main component used in the work of the dissertation. The system archi-
tecture envisages a Smart Box for each patient. This Smart Box is responsible for various modules

listed below:

the low-level acquisition of data obtained from the Biostickers referenced in the previous

sections, using BLE;
* raw data storage in a MongoDB database;

* data prepocessing such as calculating the respiration rate from the respiration values;

low-level interface that allows the WoW project team and the healthcare professionals to

check real-time and historical data using a browser.

As explored in Chapter 2, Raspberry Pi has been used in many systems, being commonly used
in he IoT community obtaining positive reviews. Allied with its easy replication, scalability and
low cost, the Raspberry Pi 4 Model B was chosen to be used as the Smart Box. The Smart box is
shown in Figure 3.3 and its board specification is shown in Table 3.1. This device is compatible

with Bluetooth 2.1/3.x/4 .x.
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Figure 3.3: Smart Box.

Table 3.1: Smart Box board specification.

Specifications Raspberry Pi 4 Model B

Memory 8 GB RAM LPDDR4

CPU Broadcom BCM2711, quad-core Cortex-A72 (ARM v8)
DC Input Voltage Supported 5V /3 A

GPU Broadcom VideoCore VI (100 Hz)

Mass Storage 32 GB SD Card

Operating System Ubuntu Server 20.04.2 LTS

Bluetooth BLE 5.0 (internal adapter)

3.1.4 Gateway

The gateway is responsible to collect real-time data from multiple Smart Boxes using the MQTT
protocol. The data is acquired in JSON format so it is accessible to higher level modules, e.g. for
data analysis.

Other responsibilities of the Gateway in the WoW system are:
* managing sensor subscriptions per Smart Box;
 providing a constantly updated list of all Smart Boxes and sensors available;

» converting the data to Fast Healthcare Interoperability Resources (FHIR) specification, the
format defined for the connection with the Health Information System (HIS), ensuring inter-

operability;
» pseudo-anonymizating the data to protect the privacy of the patients;

* preprocessing the data to detect critical conditions of patients’ state so it can be notified to
the health professionals. This allows for a quicker reaction from the health professionals,

since the delays caused by the transmission to higher level modules is eliminated.
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* managing interactions between an healthcare provider and a patient, such as attaching and

detaching devices to the patient and update encounters

The choice of Gateway was made with similar criteria as the choice of Smart Box. The Intel
NUC 8i7BEH mini-PC [34] was chosen to host the Gateway services and its specifications are

presented in Table 3.2.

Table 3.2: Gateway mini-PC specification.

Specifications Intel NUC Kit NUC8i17BEH

Memory 16 GB RAM DDR4-2400 1.2V SO-DIMM

CPU Intel Core 17-8559U Processor (8M Cache, up to 4.50 GHz)
DC Input Voltage Supported 12-19 VDC

GPU Iris Plus Graphics 655

Storage 1 TB SSD

Operating System Ubuntu Server 20.04.2 LTS

3.1.5 Tablet

In order to visualize the acquired data in a GUI, tablets, smartphones or any device with access
to a web browser can be used. The tablet models used were YESTEL MODFEL T35 and VANKYO
MATRIXPAD S20.

3.2 Communications

In this section, information about the communications between the components of the architec-

ture is provided.

3.2.1 Bluetooth Low Energy

The real-time data acquisition was achieved using BLE with GATT. As stated in Chapter 2, BLE
is extremely well suited to healthcare applications due to its appropriate range, low latency, low
power consumption, robustness to interference and security. These characteristics make BLE an
adequate communication standard to be used between the Biosticker and Smart Boxes.

GATT controls the connections and advertisements between devices, dividing it in multiple

layers [84]:
¢ Profile: series of services;

 Services: collections of characteristics, helping to better organize the information;
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* Characteristics: lowest level concept in GATT transactions, composed by the following at-

tributes:
— Handles: 16-bit identifiers that function as connection points where data can be read or
written;
— UUID: 16 bytes unique identifier;

— Properties: access permissions that define how the data can be used. Its options are:

*

Read: the characteristic can be read by the client;

x Write: the attribute can be written by the client;

*

Notify: the client asks the server to notify it every time the value changes;

*

Indicate: Similar to notification, with the addition of a confirmation in the server

that the message has reached the client.

— Value: value of the attribute.

3.2.2 Message Queuing Telemetry Transport

Wi-Fi is used together with the MQTT protocol to transmit the data from the multiple Smart Boxes
to the Gateway. MQTT was chosen for the communication since it is considered an adequate
protocol for low-power efficient data transmission with fast message delivery.

This protocol is specifically designed for M2M communications and uses a publish/subscribe
model to transmit data in various forms, such as binary data, text, Extensible Markup Language
(XML), or JavaScript Object Notation (JSON).

To establish a communication using the MQTT protocol, three entities are needed: the pub-
lisher, responsible for sending the collected data; the subscriber, that receives the data; the broker,

that coordinates the exchange of data.

3.3 Methodology

3.3.1 Data Acquisition from Biostickers

The distinct phases of implementation are explored in this subsection.
To be able to connect to a device and acquire its data, the first step is to have a deep under-
standing of its services and characteristics.

The Biosticker GATT profile definition is presented in Table 3.3.
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Table 3.3: Biosticker GATT Profile.

Service Characteristic Handle UUID Property
Device Inf . A1 0000180a-0000-1000-
evice Jmofmation ) 8000-00805f9b34fb
. 0000a000-0000-1000-
Vendor specific ] 27 8000-00805£9b34fb
. 0000a006-0000-1000- .
- Vendor specific 39 8000-00805f9b34fb read, write
0000a004-0000-1000- .
] MU 36 8000-00805f9b34fp  "eANOUTY
0000a003-0000-1000- -
- ECG RAW 33 3000-00805f9b34fb read, indicate
0000a002-0000-1000- .
- RR ADC 30 8000-008059b34fh read, notify
. 0000a001-0000-1000- .
- Vendor specific 28 8000-008059b34fh read,write
00001809-0000-1000-
Health Thermometer - 21 2000-00805f9b34fb
00002a1d-0000-1000-
- Temperature Type 25 8000-00805f9b34fb read
0000a004-0000-1000- .
- Temperature Measurement 22 8000-008059b34fb read,indicate
Battery Servi 17 0000180£-0000-10000-
aHery service ) 8000-00805f9b34fb
00002a19-0000-1000- .
- Battery Level 18 8000-00805f9b34fb read, notify
Heart Rat i 1 0000180d-0000-1000-
cart Rate 8000-00805f9b34fb
. 00002a38-0000-1000-
- Body Sensor Location 15 8000-008059b34fh read
00002a37-0000-1000- .
- Heart Rate Measurement 12 8000-00805f9b34fb notify
. . 00001801-0000-1000-
Generic Attribute Profile - 8 2000-00805f9b34fb
- Service Changed 9 00002205-0000-1000- indicate

8000-00805f9b341b

There are multiple characteristics with properties indicate and notify in the Biosticker

GATT profile. The measurements of the Vendor specific Characteristics can only be accessed after

writing on the characteristic Vendor specific with the handle 28. The written value dictates which

types of sensor can be read. The other characteristics with indicate or notify property can

be subscribed right away.

In order to improve its energy consumption, the Biosticker requires the receival of a keep-alive

flag in the characteristic with the handle 39 periodically to maintain the connection with the Smart

Box.

Once the GATT profile is deeply understood, the second step is to automate the data acquisition

and assuring that, in case of disconnections, the devices reconnect automatically.
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The actual implementation of these steps is further detailed in Chapter 4.

3.3.2 Data Acquisition from Oximeters

The PC-60FW oximeer GATT primary services are presented in Table 3.4. The PC-60FW
Nordic UART Service provides the notify characteristic that contains the data. In order to
subscribe to it, the Smart Box first writes "0x0d" in the read characteristic.

For the second oximeter used in this work, the Wellue FS20F GATT profile is not as clear
as the other devices GATT profiles, since it contains multiple services and characteristics marked
as "Unknown" that are bespoke to the manufacturer. In its GATT profile, there is a notify
characteristic that contains the data and can be subscribed without the need to write in another

characteristic as in the previous devices.

Table 3.4: PC-60FW GATT Primary Services.

Service UUID
Generic Access 0x1800
Generic Attribute 0x1801

Nordic UART Service 6e400001-b5a3-f393-e0a9-e50e24dcca9e

3.3.3 Data Preprocessing

Once the data is acquired by the Smart Box, it is important to understand the format of the values
so they can be stored and transmitted in a proper format.

In Table 3.5, information about the data such as data size (number of bytes received in each
value), data range (minimum and maximum interval of the value) and units of measure are pre-
sented.

Regarding Temperature, the data received is composed by 1 informative byte (Flags field)
followed by 4 bytes that correspond to the value. Bit O of the Flags field informs the units of
measure. If the bit 0 is set to 0, the Temperature is in Celsius. If the bit 0 is set to 1, the Temperature
is in Fahrenheit. Bit 1 of the Flags field informs if a timestamp is supported (1 if it is supported and
0 if it is not). Bit 2 of the Flags field informs if the Temperature Type value is supported. If itis 1,
it is supported and it includes the Timestamp field in the Intermediate Temperature characteristic.
If it 1s O, the Temperature Type value is not supported. The first byte is always "00000000".

Regarding the Electrocardiogram, each data received corresponds to 10 values. Each pair of

consecutive bytes (0 and 1, 2 and 3, 4 and 5 and so on) correspond to a value of ECG.
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Table 3.5: Acquired data information.

Signals Data size Data range Unit of measure ~ Endianness Data type
Heart rate 2 bytes 0 to 65535 beats per minute  bid endian  int
float
_ 38
Temperature 5 bytes 34 %10 38 °C little endian IEEE
to +3.4 x 10
11073
Respiration 4 bytes 01t04.294.967.295 none big endian  int
ECG 20 bytes  -32768 to 32767 none big endian  int

g (1g=9.8m/s%

—3.4 x 10% to
IMU 24 bytes  +3.4 x 103 (Bytes 0:11) none float

and degrees/sec
for each value (Bytes 12:23)
Battery 1 byte 0 to 255 percentage big endian  int

Pulse Oximetry it varies it varies percentage none int

Regarding IMU, the Bytes 0:3 correspond to the x axis value of the linear acceleration. Bytes
4:7 correspond to the y axis value of the linear acceleration. Bytes 8:11 correspond to the z axis
value of the linear acceleration. Bytes 12:15 correspond to the x axis value of angular acceleration.
Bytes 16:19 correspond to the y axis value of angular acceleration. Bytes 20:23 correspond to the
z axis value of angular acceleration.

After understanding the values acquired, they are translated to be stored and transmitted as
explored in the next sections. After translation, the Respiratory Values are used to calculate Res-

piratory Rate with an algorithm based on the Welch’s method.

3.3.4 Data Transmission

All messages exchanged must be in JSON format, and must have the structure present in Figure

3.4. The field "client_id" is unique for each Smart Box, and its value can be found in Table 5.2 as

the Smart Box UUID.
{
"client_id": client_uuid ,
"timestamp ": timestamp ,
"message_type": message_type,
"payload": {
/...

b

Figure 3.4: MQTT messages JSON format.
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The field ‘message_type’ defines the type of message sent, and must be one of the follow-

ing: "measurementTEMPERATURE", "measurementECG", "measurementOXIMETRY", "mea-

surementRESPIRATION", "measurementIMU", and "measurementHEARTRATE".

The field ‘payload’ must contain the message’s content and its format varies depending on he

type of sensor data communicated:

* Temperature:

"payload": {
"temperature" : 10.0, //temperature measurement
"is_celsius" : true // indication if measurement
is in celsius or fahrenheit
}

* Inertial Measurement Unit (IMU):

"payload": {

"imu": {
"linear_acceleration": {"x": 0.00, "y": 0.00, "z": 0.00},
/] accelerometer measurement
"angular_velocity": {"x": 0.00, "y": 0.00, "z": 0.00}
/! gyroscope measurement

}
"pose_description" : "SITTING"

* Electrocardiogram (ECG):

"payload": {

"ecg" : 10 // ecg measurement

* Pulse Oximetry:

"payload": {
"spo2" : 10.0 // spO2 measurement

¢ Heart Rate:
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"payload": {

"

"bpm 10.0 // bpm measurement

» Respiration Rate:

"payload": {
"respiration" : 10.0 // respiration rate

measurement in %

Each message must be communicated in a topic, a UTF-8 string that the broker uses to filter
messages for each connected client. Each sensor of each Smart Box uses its specific topic. The

device_UUID of each Smart Box is present in Table 5.2.

Table 3.6: MQTT Topics.

Sensor MQTT topic

Temperature ‘smartbox/device_UU I D/temperature’
IMU ‘smartbox/device_UU I D/imu’

ECG ‘smartbox/device_UU I D/ecg’

Pulse Oximetry ‘smartbox/device_UU I D/pulseoximetry’
Heart Rate ‘smartbox/device_UU I D/heartrate’
Respiration ‘smartbox/device_UU I D/respiration’

As referred previously in Chapter 2, this dissertation does not focus on security of the system.
The only type of security implemented in the data transmission is the assignment of a X.509
certificate to each Smart Box that allows the gateway to validate its identity before communicating
any information, thus preventing unauthorized access to malicious actors through attacks such as

Man-in-the-Middle (MiTM).

3.3.5 Data Storage

After being acquired and translated as explained in the previous sections, the data must be stored.
The software chosen to function as a storage database in the WoW project system is the Mon-
goDB [52]. This software has the advantage, compared to relational databases, of allowing flexible
document schemas and using a change-friendly design.
The data is saved in the MongoDB database using a JSON srtucture composed of sensor_name,

value and timestamp. The sensor_name in the database can be "Heart Rate", "Temperature", "Bat-
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tery Level", "Respiratory Values", "Respiratory Rate", "ECG", "IMU Accelerometer X", "IMU
Accelerometer Y", "IMU Accelerometer Z", "IMU Gyroscope X", "IMU Gyroscope Y", "IMU
Gyroscope Z", "Oxygen Saturation" or "Pulse Rate".
All the data stored is acquired from the Biostickers or the oximeters, except the Respiratory
Rate that is calculated using the acquired Respiratory Values, as mentioned in Subsection 3.3.3.
Continuous data acquisition results in large volume of data in the database, which can result in
delays in its retrieval. To prevent that, compound indexes must be created. In a compound index,

a single index structure holds references to multiple fields within a collection’s documents [51].

3.3.6 Data Visualization

In order to visualize the large amount of data acquired in real time, a GUI was developed. A
web interface was used due o its easier access and use, since it is available in any device with a
browser. The web interface is supported by the MongoDB database.

The graphical user interface of the WoW system is composed by a plethora of screens that
can be accessed through a browser with internet connection using each Smart Box fixed Internet
Protocol (IP) and the port 8081.

To facilitate the usage of the interface by the healthcare professionals, icons were placed in the

desktop that connect directly to the intended Uniform Resource Locators (URL).
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4 System Implementation

In this Chapter, the Smart Box functionalities implemented in this dissertation are detailed.

4.1 Data Acquisition from Biosticker

As referred in Section 3.3, the first step in data acquisition is to obtain the BLE device’s GATT
profile. Ubuntu offers many tools to study the BLE device’s GATT profile, manipulate its at-
tributes, configure connections and send special commands to such devices, suchas hcitool [49],
bluetoothctl [44] and gatttool [37].

From the referred above, the main tool used was bluetoothctl. Firstly, the bluetooth
service of the Raspberry must be enabled and activated. bluetoothct1 searches for Bluetooth
devices and connects with the Biosticker, once it is properly working.

The peripheral device (Biosticker) sends advertisement packages and the central device (Smart
Box) discovers them and may decide to initiate the connection. Once this is done, it sends a
connection request o create the connection. After a period of time, called connection interval, the
central device (that now is considered the master) sends a data packet to the peripheral device (now
named slave). When the slave receives the data packet, it sends another one and the connection is
established. This connection mechanism is represented in Figure 4.1.

Once the connection is established, the services and its characteristics can be listed. The user
can select with bluetoothctl the desired indicate and notify characteristics referred
in Section 3.3 using its UUID and request notifications when its value varies, starting the data
acquisition.

Once there is a deep understanding of the GATT profile and the characteristics that provide the
values of the data, the automation of data acquisition can be implemented. The programming lan-
guage used in automation of the data acquisition is Python 3.0, using the asyncio and Bleak [7]
libraries, among others.

Bluetooth Low Energy platform Agnostic Klient (Bleak) is a GATT client software, capable

of connecting to BLE devices acting as GATT servers [7]. B1eak contains many crucial functions
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Figure 4.1: BLE connection mechanism.

in communications with BLE devices such as scanning, reading, writing and getting notifications
from GATT servers.

The library asyncio is used to write concurrent code using the async/await syntax [24].
The core of every asyncio application is event loops. Event loops run asynchronous tasks and
callbacks, perform network IO operations, and run subprocesses [25]. Considering that the ac-
quisition of the multiple sensor types must be accomplished simultaneously, this is a very useful
library.

The first step in the automation of the acquisition is to create a Bleak client using the MAC
Address of the respective kit, ensuring that the connection is established with the desired device,
and an external adapter. This external adapter is a Bluetooth dongle named Asus USB BT-500
Bluetooth 5.0 Adapter [4] that allows the acquisition of messages with more than 23 bytes. Since
the ECG messages have 24 bytes, the external adapter must be assigned to the Biosticker acquisi-
tion and the internal is assigned to the oximeter acquisition.

Then, an event loop must be created that runs a function until it is completed or it raises an
exception. This function is responsible for the connection with the device, writing in the char-
acteristic with the handle 39 that provides access to the data, writing the keep-alive flag in the
characteristic with handle 28 and subscription of the characteristics.

Finally, to ensure continuous acquisition for multiple hours without resetting the system, the

previous steps are implemented inside a simple loop. When the connection fails for a period of
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time larger than 7 seconds, a new Bleak client is created and the acquisition process is restarted.

The implementation of data acquisition from Biostickers is summarized in Figure 4.2.

»bleak client is created

Y

Connect to the
Biosticker

A 4

Write in the "Write" |
characteristic

Y

Subscribe to the
"Notify"
characteristics

Are the Devices still
connected?

A4

Send keep-alive flag

overy 3 seconds Try to reconnect

Yes

oes it find the device
and reconnect?

Figure 4.2: Flowchart of the implementation of data acquisition from Biostickers.

4.2 Data Acquisition from Oximeters

The asyncio and Bleak libraries in Python 3.0 was also used in the automation of the data
acquisition from the oximeters. The main difference in the implementation is that in the creation
of the Bleak client, the adapter used is the internal one of the Smart Box. The acquisitions
from Biosticker and oximeters use different adapters (internal and external) to allow them to occur
simultaneously.

Then, an event loop is created and runs the function that subscribes and writes to the respective
characteristics of the oximeter used. The previous steps are implemented inside a loop, ensuring

that a new Bleak client is created if the connection fails.
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4.3 Data Preprocessing

Regarding the translation of the original value acquired to readable values, python offers a
method int.from_bytes () that returns the integer represented by a given array of bytes,
respecting their endianness. This method can be used with the values from sensors heart rate,
respiration, ECG and battery. Regarding the temperature values, a function that translates f1loat
IEEE 11073 to float values was used. To translate the IMU packed binary data the module
struct was used and the module St ream.extend () was used to translate the oximeter data.

The calculation of the respiration rate value is done using a vector of respiration values that
corresponds to 9 seconds of acquisition, that are subjected to an algorithm based on the Welch’s
method [80]. The data is filtered with a BandPass Filter. Then, instead of doing Fast Fourier
Transform (FFT) in the entire vector, snippets of 3 seconds and overlap of 50% are used in multiple
FFT, as shown in Figure 4.3 [15], obtaining each snippet’s power spectrum. Then, the Power
Spectral Density (PSD) is calculated by averaging the power spectra of each snippet. The final
respiratory rate that is stored in the database is the median of the last 3 values calculated. A new

value is provided once every three seconds.

Figure 4.3: Example of snippets and respective power spectrum used in Welch’s method.

The implementation of data preprocessing is summarized in Figure 4.4.
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Figure 4.4: Flowchart of the implementation of preprocessing.

4.4 Data Transmission

Paho-mqtt 1.6.1 was used in the implementation of the Wi-Fi communications using MQTT in
Python. This library enables applications to connect to an MQTT broker to publish messages, to
subscribe to topics and receive published messages [26].

The first step is to create a MQTT client instance and connect it to a broker. If the connection
is established, the broker sends a message confirming it. Then, when a value is ready to be trans-
mitted, the JSON message is prepared, inserting the payload according to the specification above

explained. Finally, the message is published to the broker and a confirmation is received.

4.5 Data Storage

Pymongo [27] was used to implement the MongoDB database since it contains tools to interact
with it using Python.

Firstly, a MongoDB client is created and the MongoDB database named Smart Box_database
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is initialized. The next step in the implementation is to create a collection, a grouping of MongoDB
documents, named sensors_collection. Once the database and its collection are created, the JSON
documents can be prepared with the values acquired and inserted into the database. The mongo
Shell [82] allows to choose a collection and create the compound index with the fields timestamp

and sensor_name.

4.6 Data Visualization

The interface consists of a Node.js server. Node.js is an open source development platform for
executing JavaScript code server-side, that can be allied with HTML and Cascading Style Sheets
(CSS) to provide a intuitive design.

The Node.js server connects to the database referenced in the previous section. Depending on
the page currently selected and the number of points required for the graph, the server retrieves the
desired data with queries that use the compound indexes.

The data is then transferred to an HTML and CSS script that displays the data with the intended
design. This HTML script is also responsible for the following features: In order to maintain a
number of frames per second (FPM) that allows a smooth visualization of the graphs, the page re-
freshes once every minute; The display setting of the interface can be changed by the user between
light and dark modes.

In Figure 4.5, the main steps of the data visualization are presented.

Node.js connects to
MongoDB database

v

Query is chosen
considering the type
of data and number of
points selected

v

Data is retrieved
using compound
indexes

v

Data is displayed
according the
developed HTML and
CSS

Figure 4.5: Main steps of the data visualization in the GUI.

When the GUI is deployed, the user is presented with an Home Page, shown in Figure 4.6, that

consists of an ECG and Respiration graphs on the left and heart rate, oxygen saturation, respiration
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rate and body temperature values on the right. The WoW project logo is also visible adjacent to an

image of battery that is updated according to the battery level of Biosticker.

WoW DLLI Eletrocardiogram

Home
Sensors

ECG / Heart Rate

Oximetry a 3 4 b pm 9 4 %

Heart Rate,
Respiration Rate
and Temperature

. Respiration
Respiration Values 1 000 000
and Respiration o 3 0 bpm 3 5 ; Y5
. u

heart rate oxygen saturation

Rate

0
Dark Mode X respiration rate body temperature

PC/Tablet Mode

wow 11T}

Figure 4.6: GUI home page in light mode.

The Sensors page allows the user to monitor a specific sensor. This page shows a list of the
options of sensors. When the "View" option is selected, the interface is redirected to page with
the chosen sensor graph. Through the sensors page, only one type of sensor can be selected to be
visualized at each time. The user can select the number of points shown in the graphs and stop the
auto-updating of the graphs. In Figure 4.7, the chosen sensor is the accelerometer, that presents 3

lines in the same graph representing each axis (X, y and z).
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Figure 4.7: IMU graph.

In addition to the Home Page and Sensors page, the user can also select other 3 pages: one
that contains a graph with values of Oxygen Saturation, a page that contains a graph with values
of Respiration and the last calculated value of respiratory rate and a page with the last values of
Heart Rate, Respiration Rate and Temperature.

As already mentioned, there is also a dark mode that is present in multiple figures in this
dissertation’s annex, such as in Figure A.1.

A video demonstration of the GUI can be found at https://youtu.be/fNhaHLjvpIc.
In this video, the volunteer was seated talking casually, then taking deep breaths and, finally,

sustaining his respiration.

4.7 Services Automation

To improve the usability of the Smart Box, its modules responsible for the data acquisition,
data transmission through MQTT, data storage, preprocessing and data visualization were auto-
mated. This means that when the Raspberry Pi is turned on, its modules start to work without the
intervention of the user, simplifying the job of healthcare professionals.

To achieve the plug and play feature, services in Ubuntu are used to run the codes responsible
for the deployment of the GUI and for the BLE acquisition (that is also responsible for the start

of the other Smart Box modules). Services are described as essential background processes that
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usually run while booting up and shut down with the Operating System (OS) [23].
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5 Results and Discussion

5.1 Objectives of the Experiments

Experiments were conducted to validate the developed system. In order to assess its stability, the
connection between Biosticker and Smart Box was studied in two perspectives. First, the number
of failures in the connection and their duration are studied in Subsection 5.4.1. The goal of the
tests is to prove that the rate of occurrence and duration of the failures are low. Then, the data rates
explored in Subsection 5.4.2 intend to prove that all the data sent from the Biosticker is acquired
by the Smart Box. These values reflect the behaviour of the system when the Biosticker and Smart
Box are connected.

Using both results provided in Sections 5.4.1 and 5.4.2, the Biosticker-Smart Box connection
is characterized and compared to non-wireless DAS in the state of art in order to assess if the
proposed system implementation is a viable solution to overcome detachment problems in the
state of the art systems.

Similar to the need of a reliable connection between Biosticker and Smart Box, the connection
between Smart Box and Gateway must also be stable. The results of Subsection 5.4.4 have the
goal to prove the stability in the data transmission and that there is no data loss in the MQTT
communication.

One objective of the experiments is to prove that the chosen data storage software is capable of
storing enough data to monitor a patient. The results in Subsection 5.4.5 accomplished that goal
by studying the amount of data acquired and memory required to store it.

In order to assess if the Raspberry Pi is an adequate device to be used as a Smart Box, The
Central Processing Unit (CPU) usage of the Smart Box is studied in Subsection 5.4.7. The CPU
usage provides information about how intensively the running programs are being processed. The
value represents what percentage of a processor core’s total working time is actually being utilized
to process data [35].

Regarding the GUI, the results in Subsection 5.4.6 have the aim to prove its adequacy by
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exploring its latency that provides information about the time needed to display the home page .
Some considerations regarding the distance between Smart Box and Biosticker and its com-
munication range are also presented in this Chapter in Subsection 5.4.8, aiming to prove that the

system provides its user ability to move within the hospital room.

5.2 Experimental Setup

As mentioned in Chapter 1, the work that resulted in this dissertation was tested in a pilot in
CHUC from 15 to 17 September 2021, along with other work implemented by the WoW project
team.

This overall system testing in a real scenario has the goal of gathering feedback from the users
of the Biosticker and health professionals in order to implement it and improve clinical usability
and economic value. These new implementations will be tested in future pilots.

From the point of view of this dissertation, the CHUC pilot provides the opportunity to gather
data in a real scenario (hospital), assuring more credibility to the results presented in Section 5.4.

The CHUC pilot lasted for 3 days and there were 2 volunteers each day. During the experiment,
a WoW Kit was assigned to each volunteer, containing a Biosticker, a Smart Box with fixed Internet
Protocol (IP) address, a Bluetooth dongle, an oximeter and a tablet, as seen in Figure 5.1. A

Gateway receives the data from all the used Smart Boxes.

Figure 5.1: Volunteer with the WoW Kkit.

The chosen volunteers have an equal gender distribution and their information is present in

Table 5.1. During the experiment, the volunteers simulated as closely as possible a hospital stay,
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being allowed different movements, positions and bathroom trips. In order to develop a posture
classifier in the future, the posture and activities of the volunteers were registered, namely seating,
walking, Fowler (standard patient position in which the patient is seated in a semi-sitting position
with a bed angle of 45 to 60 degrees), Semi-Fowler (similar standard patient position to Fowler

with a bed angle between 30 degrees and 45 degrees), standing and lying down.

Table 5.1: Information about Volunteers of WoW Project.

Volunteer Gender (F/M) Age (years) Day Used Kit Duration

1 F 32 15/9 2 8 hours
2 M 27 15/9 4 8 hours
3 F 24 16/9 2 22 hours 40 minutes
4 M 23 16/9 4 8 hours
5 F 40 17/9 1 8 hours
6 M 22 17/9 3 8 hours

As presented in Table 5.1, one of the volunteers stayed for almost one day to better assess the
durability and reliability of the system over a larger period of time, including sleep.

The vital signs heart rate, respiratory rate, pulse oximetry and temperature collected by the
WoW System were registered, hourly, by a nurse. To validate these measurements, the volun-
teers were also monitored using the hospital monitorization system GE B105, that consists of 5
electrodes and a finger oximeter connected by wires to a monitor, as shown in Figure 5.2.

Even though only two kits were used at a time, four were prepared, so that two of those were
ready to use as replacement in case of an fortuity. The kits were used alternately and its information
can be found in Table 5.2. The only shared material between kits is the tablets, since there were

only two available.

Table 5.2: CHUC Pilot Kits information.

Kit Smart Box Smart Box  Smart Box Biosticker Oximeter Tablet

MAC Address Fixed IP UUID MAC Address MAC Address
I dea6:32:b6:18:57  172.30.5.22 03:5;_%()221'29;5fgi‘;51§i' DA:72:0472:72:94  ES:EL:S4SSAAGL ATVQI;I(I;ZS $20
2 dca6:32:c2:57:ca 172.30.5.23 ngacg_figgj;ﬁjggg' EO:SA:AS:10:EE:S8  BA:03:8C:05:5A:00 ATVQ?I(I;ZS $20
3 dea6:32:c2:57:97  172.30.5.27 ng;;}fﬁ;;gfggﬁg' F7:B3:75:90:1E:04  BA:03:8C:0B:63:24 MgEDi]TiLTS
4 de:a6:32:c2:57:ac  172.30.5.28 235288_’36"151'2?9030(;;‘(2):2' F4:48:50:F4:DA:2E  D7:6C:DB:DF:60:A7 MgEDi,]TiLTS

Since reliable Wi-Fi connection is crucial to the WoW system as one of the communication
standards used, the CHUC Information technology (IT) department provided an exclusive Wi-Fi

network.
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Figure 5.2: Volunteer monitorization using WoW and GE B105 systems.

5.3 Experimental Design

In order to calculate the connection failure duration, the timestamp of each sensor item in the
database was retrieved and the difference between consecutive items is calculated.

When the difference is superior than 1 second, it is considered a connection failure. The number
of disconnections and the amount of disconnection time of each hour of the experimental tests were
calculated.

Using the duration of all the disconnections of the experimental tests, the average, median and
standard deviation were calculated. This values intend to prove that the disconnections between
Smart Box and Biosticker were brief and would not result in false alarms.

The BLE data acquisition rates presented in Subsection 5.4.2 were calculated by counting
how many values of each sensor were acquired in each hour and dividing that value by the total
connection time calculated in the previous subsection.

Similar to the calculations referent to each hour, the same results were calculated using time
spams of 8 hours. The BLE data acquisition rates were then compared to the theoretical data rates
of the Biosticker provided by the its firmware author.

In order to validate the adequacy of the connection between Smart Box and oximeters, the
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number of acquired values f oxygen saturation were counted. Dividing that value by the test
duration (8 hours), the data rate is calculated.

The MQTT Data Transmission rates presented in Subsection 5.4.4 were calculated by assessing
how many values of each sensor were received by the Gateway during the total connection time in
a 8 hours test. The number of bytes of each message was registered and the average value of bytes
per message of each type of sensor was calculated. The two values were multiplied to obtain the
final value of data transmission rate in bytes per second.

The same algorithm was implemented using the MQTT messages sent by the Smart Box to
obtain the expected value.

The comparison of these two values (rate at which MQTT rate is sent and received) and cal-
culation of relative error intends to prove that the MQTT is an adequate protocol to be used in the
Smart Box-Gateway communication.

To obtain the results presented in SubSection 5.4.5, the amount of instances of each sensor in
the MongoDB of each kit was counted. These values provide a sense of scale of the experiments
to the reader.

The memory storage used by the database is obtained from the previously mentioned tool
mongo Shell. It intends to show that the chosen storage software MongoDB is capable of storing
continuous data for several days, taking into account the mass storage limitations of the Smart
Box. If large amounts of data do not require large memory to store it, then the storage software is
adequate to be used in patient’s data monitorization.

The value presented is an average of values of frames per second (FPS). Each value of FPS
represents the number of times the GUI screen is displayed with new data per second. The higher
the FPS value, the more fluid the graphs will appear to the human eye. Furthermore, high values
of FPS means lower latency, since, in this case, the GUI latency can be described as the amount of
time that a page of the GUI needs to be fully displayed.

The CPU usage values presented in Subsection 5.4.7 were obtained using theht op tool, that
provides a continuously updated list of all actively running processes and their CPU values and
memory usage. In the tests, 4 values per second were registered. High CPU usage values suggest
that the Raspberry Pi does not have the computational power to complete the necessary tasks and

they can cause freezes in the system.
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5.4 Experimental Results

5.4.1 Analysis of Connection Failures

The average duration of a connection failure is 7.81 £ 40.33 seconds and the median value is
1.2135 seconds. The average is significantly superior to the median and the standard deviation is
significantly superior to the average, implying that both values are largely affected by disconnec-
tions of high duration. In cases such as this one, the median is considered a more representative
value of the population.

In total, there were 2816 connection failures during the experimental tests. Considering that
the total time of experiments was 62 hours and 40 minutes, there was a connection failure every
80 seconds, on average. The overall time of disconnection between Biosticker and Smart Box was
22016 seconds (approximately 6 hours and 7 minutes), that corresponds to 9.75% of the duration
of the tests.

As referred in Chapter 2, one of the gaps in some studies in the state of the art is that their
systems use wires to obtain data acquisition, that if applied to healthcare could cause disconnection
due to the patient’s movement. These results show that the proposed system, in its current state, can
not be considered an improvement upon the state of the art, since, even though the median of time
of disconnections is low, meaning that they mostly would not cause false alarms that require help,
its occurrence is too frequent compared with the expected rate of movement caused disconnections
in a non-wireless DAS.

The percentage of disconnection time is not adequate to be used in a healthcare system, since
data loss as high as 9.75% can prevent help to arrive to the patient.

There are multiple reasons that cause the dissatisfying values. The longer connections failures
were caused by moments of adjustments of the placement of the Biosticker, replacement of their
batteries and when the distance between Smart Box and Biosticker exceeded the range of the
BLE communication (for example, when the volunteers went to the bathroom). As previously
mentioned, these type of disconnections explain the high value of standard deviation, the high
difference between the mean and median and the overall magnitude of these values.

The firmware of the Biostickers, whose implementation is not a responsibility of the author
of this dissertation, includes random breaks in the transmission of the data that result in short and
intermediate duration failures in the connection with the Smart Box. These sudden breaks and
disconnections greatly affect the results in this subsection by increasing the number of disconnec-

tions.
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As stated in Section 5.2, the positions and activities of the volunteers were monitored. Taking
this information into account, it is visible that when the volunteers were sleeping the disconnections
were considerably less frequent.

This occurrence indicates that a higher movement of the patients results in instability in the
connection between Biosticker and Smart Box. Considering that the Smart Box does not move
and the patients movement only affects the Biosticker performance, these results suggest that the

Biosticker firmware should be improved in order to make the disconnections less frequent.

5.4.2 BLE Data Acquisition Rates

The Figures 5.3, 5.4 and 5.5 represent the hourly data rates of each sensor in 8 hour acquisition
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Figure 5.3: Hourly Data Rates from day 1 (8 hours of acquisition).
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Figure 5.5: Hourly Data Rates from day 3 (8 hours of acquisition).

In the graphs, it is visible that the evolution of data rates of the multiple sensors is similar, which
sustains the conclusion that when the connection between Biosticker and Smart Box is unstable
the data acquisition of all types of sensor is equally affected.

In Tables 5.4 and 5.3, it is shown that data loss regarding a superior duration of time (8 and
22:40 hours) did not reach 17.5%.

The sensors that have the higher relative errors are ECG, IMU and temperature. During the
experimental tests, there were multiple problems non-related to this dissertation with the temper-

ature signal since it was interfering with the ECG signal, which explains their worst performance
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Table 5.3: Data Rates in 8 hours tests.

Signals Calculated Data Rate (Hz) Expected Data Rate (Hz) Relative Error (%)
ECG 86.35 100 13.65
ECG 90.05 100 9.95
ECG 86.30 100 13.70
ECG 90.22 100 9.78
ECG 84.40 100 15.60
MU 18.24 20 8.79
IMU 19.29 20 3.54
MU 18.63 20 6.87
MU 18.77 20 6.13
IMU 18.29 20 8.57
Battery 0.093 0.1 7.03
Battery 0.099 0.1 1.42
Battery 0.098 0.1 1.72
Battery 0.096 0.1 3.71
Battery 0.094 0.1 6.05
Heart Rate  0.186 0.2 7.12
Heart Rate  0.196 0.2 1.86
Heart Rate  0.196 0.2 1.95
Heart Rate 0.193 0.2 3.65
Heart Rate  0.187 0.2 6.40
Respiration  9.33 10 6.67
Respiration  9.86 10 1.38
Respiration  9.83 10 1.74
Respiration  9.64 10 3.59
Respiration  9.40 10 6.01
Temperature 0.0145 0.0166 12.95
Temperature 0.0147 0.0166 11.70
Temperature 0.0138 0.0166 17.14
Temperature 0.0138 0.0166 16.85

in the acquisition. Furthermore, the lower performance of IMU and ECG can be caused by their
higher data rates. Since the threshold for the difference between two values acquired is 1 second
to be considered a disconnection, it is likely that smaller disconnections affect more these sensors
with higher data rates.

Another reason for the non-perfect data rates is the interference between the multiple commu-
nications occurring simultaneously.

Comparing the two Tables, it is visible that the results obtained with the 22 hours and 40
minuets test were superior to those from the 8 hours test. This analysis proves that the longer
duration of acquisition does not result in a worst performance regarding the data acquisition rates.

These values demonstrate that the developed system is capable of acquiring many types of

sensors simultaneously, which is one of the gaps in some studies in the state of the art, as referred
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Table 5.4: Data Rates in 22 hours and 40 minutes tests.

Signals Calculated Data Rate (Hz) Expected Data Rate (Hz) Relative Error (%)
ECG 97.08 100 2.92

IMU 19.38 20 3.11

Battery 0.099 0.1 1.00

Heart Rate 0.198 0.2 0.92

Respiration  9.93 10 0.66

Temperature 0.01340 0.0166 15.67

in Chapter 2.

5.4.3 Analysis of the Smart Box-Oximeter connection

The data acquisition rates of Oxygen Saturation are present in Table 5.5

Table 5.5: Data Acquisition Rates of Oxygen Saturation in 8 hour duration tests.

Us?d Calculated Data Rate (Hz) Expected Data Rate (Hz) Relative Error (%)
Oximeter

Wellue FS20F 0.795 1.2 33.76

PC-60FW 0,034 1.2 97.18

PC-60FW 0,079 1.2 93.45

PC-60FW 0,003 1.2 99.75

Wellue FS20F 0,214 1.2 82,14

Regarding the data acquisition from the oximeters, the connection was not stable, due to a
failure in the reconnecting moments that resulted in high disconnection periods. These high high
disconnection periods lead to a substantial difference between the calculated daa rates and the

expected data rates.

5.4.4 MQTT Data Transmission Rates

Considering that the calculated data transmission rate refers to the sent MQTT messages by the
Smart Box and the expected data transmission rate refers to the received MQTTT by the Gateway,
as explained in Section 5.3, the results in Table 5.6 show that the data loss in the connection
between the Smart Box and Gateway was below 3%. These results prove that MQTT is an adequate

protocol to be used in said communication.
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Table 5.6: Data Transmission Rates in 22 hours and 40 minutes test.

Calculated Data Transmission Expected Data Transmission

Signals Rate (bytes/second) Rate (bytes/second) Relative Error (%)
ECG 1517.92 1497.7 1.35
IMU 6143.2 6289.33 2.32
Heart Rate ~ 27.4246 28.0759 2.32
Respiration  45.0943 46.2784 2.56
Temperature 2.45906 2.52284 2.53

5.4.5 Data Volume

Table 5.7 provides the amount of values of each sensor in each kit. The kit 2 was the most used,
containing values regarding 30 hours and 40 minutes of acquisition. This amount of data resulted
in a MongoDB database with memory usage equal to 0,864 GB.

Considering that the Smart Box has a 32 GB SD Card, as referred in Table 3.1, it is proven
that the MongoDB is adequate to use as the data storage software for patient monitoring, since,
theoretically, it is capable of storing data during 47 days before reaching the SD Card limit.

Furthermore, the retrieval of the data values necessary for the home page of the GUI takes
around 2 ms to complete. This value is extremely low and it is not an impediment to the constant

data retrievals needed for the GUI.

5.4.6 GUI Latency

In the last day of the experiments, the latency of the GUI was tested to assess its adequacy.
The average FPS value was 3.96 £ 0.21 FPS and its median is 4.0 FPS.
These values are low due to an inadequate choice of version of the library Chart . js [10] to
display the ECG and Respiration graphs (cf. Figure 4.6), since it demands to much time to do so,

which lowers the FPS value.

Table 5.7: Data Volume.

Number of Number of Number of Number of

Signals acquired acquired acquired acquired ;l;?tla(lits
instances Kit 1 instances Kit 2 instances Kit 3 instances Kit 4
ECG 2293517 4777710 2176657 4312645 13560529
IMU 2536268 5901768 2829780 5563544 16831360
Battery 2448 5063 2423 4813 14747
Heart Rate 4899 10104 4828 9593 29424
Oxygen Saturation 34 29696 5501 2684 37915
Pulse Rate 75 30127 5527 2731 38460
Respiration 245095 508079 242410 481321 1476905
Temperature 0 755 356 695 1806
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With a different version of the library Chart . js (2.9.4 instead of 3.2.0), the GUI values of

FPS reached around 20, which makes graphs in the GUI appear fluid.

5.4.7 CPU Usage

In a 8 hours test, the average value of CPU usage is 39.77 4+ 15.68% and its median is 44.70%.

The high standard deviation results from the peaks of CPU usage at the moments of reconnec-
tion, search for BLE devices and initialization of the GUI.

These values are adequate and do not indicate that the CPU usage might became excessive,
proving that the Raspberry Pi 4 has the needed computing power to be used as a Smart Box and
fulfill its purposes.

In a 22 hours and 40 minutes test, the average value of CPU usage is 33.32 £ 14.80% and its
median is 29.5%.
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Figure 5.6: Boxplot representing the CPU usage values in 8 hours test and 22 hours and 40 minutes
test.

Comparing the two boxplot graphs in Figure 5.6, it is visible that the CPU usage values during
the 22 hours and 40 minuets test were, in general, lower than the ones from the 8 hours test. The
lower movement of the volunteer, considering that he/she slept through approximately 8 hours of
the test, can explain the observed lower values, since with a more stable Biosticker-Smart Box
connection decreases the number of peaks of CPU usage at the moments of reconnection. This

analysis sustains the conclusion that the longer duration of acquisition does not result in a worst
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performance regarding the GUI.

5.4.8 Communication Range

During the experiments, it was noticed that there were more disconnections between Biosticker
and Smart Box when the distance is greater than 2,5 meters.

This phenomenon can be explained by the non-perfect conditions such as the movement of the

patients and the various simultaneous communications that result in interference, damaging each

connection and its range.
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6 Conclusion

In this dissertation, a DAS was proposed to be used in an IoT node of a healthcare system. Compar-
ing it to similar cases in the state of the art, the proposed system implementation has the advantage
of not requiring any wires to collect the data that restrict the movement of its users. Furthermore,
for each patient, the system is able to acquire, preprocess and transmit data referent to multiple
types of sensors, which is not a functionality of many systems in the literature. Additionally, a
GUI is deployed to allow both patients and healthcare professionals to observe the data in real
time, facilitating the analysis of vital data.

Overall, the developed system and implemented methodology were adequate to achieve the
proposed goals and to be used in a healthcare monitoring system. Data acquisition was achieved
wirelessly with unsatisfying results regarding its number of disconnections. Even though most
disconnections with the Biosticker have short duration, the percentage time of disconnection time
is too high to be used in a healthcare system whose failure can be fatal in life or death situations
that require immediate attention by emergency teams. Reliable data transmission was achieved,
assuring that the acquired data can be used in higher level modules and the chosen data storage
software was adequate. Data visualization was achieved through a GUI. Comparing it with the
ones present in the state of art, the developed GUI has a more appealing design that presents every

vital sign in its home page but needs improvement to lower its latency.

6.1 Future Work

In order to improve the stability of the connection between Biosticker and Smart Box and minimize
the duration and the number of occurrence of disconnections, both firmwares of Smart Box and
Biosticker should be revised.

To improve the reliability of the Oximeter-Smart Box BLE connection the reconnection method
must be re-implemented. The combination of both acquisition services into one can be a solution
to solve this problem.

In the future, some functionalities can be added to the Smart Box-Gateway communication.
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The broker should reserve a topic which is used to request the status of every Smart Box currently
connected to it. This status reflects if the Smart Box and Biosticker are connected. Furher security
measures must also be implemented to prevent cybersecurity attacks.

Regarding the GUI, its latency can be improved in future implementations by using a library
that displays the necessary graphs faster without compromising its design.

Regarding the design of the GUI, the usage of the same acronym for both heart and respiration
rate units of measurement raised some confusion in the analysis of the GUI, since "bpm" can either
mean breaths per minute and beats per minute. In the future, it is advised to change to another unit
of measurement of respiration also used by healthcare professionals, such as cycles per minute and
its acronym "cpm". Another information that can appear in the home page of the GUI is the state
of Biosticker-Smart Box and oximeter-Smart Box connections, so two icons should be added to
reflect it. Also, the button that interchanges between dark and light mode should be placed in a
more intuitive location.

Future implementation of data classification algorithms such as IMU patient state classification
to determine its posture using IMU data is beneficial to detect patient’s falls and alert healthcare
professional to provide help.

Finally, it was noticed that the respiration values were not reliable when the user of the Bio-
sticker made sharp movements, since those movements also cause strain in the respiration sensor.
So, a classifier that uses the IMU data to assess if the respiration values are valid should be imple-

mented in the future.
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Appendix A

Annex
Table A.1: Biosticker Device Information Characteristics.

Characteristic Handle UUID Property Value
Software Revision 00002a28-0000-1000-

String 32 8000-008059b34fb "4 soft-SIM
Firmware Revision 00002a26-0000-1000-

String >0 8000-008059b34fb "4 fw-SPM_2.055
Hardware Revision 43 00002a27-0000-1000- read hw-rev3B

String 8000-00805f9b34fb
Serial Number 00002a25-0000-1000-

String 46 8000-00805f9b34fp 144 SNI
Model Number 00002a24-0000-1000-

String 44 8000-008059b34fb "4 Modell
Manufacturer 00002a29-0000-1000- o
Name String 42 8000-00805f9b34fb "¢ WoW_Biosticker_ISR

Table A.2: PC-60FW Generic Access Characteristics.
Characteristic UUID Property Value
Device Name 0x2A00 read, write PC-60F _SN834070
Appearance 0x2A01 read Unknown
. Connection Interval: 40.00 ms - 50.ms
Peripheral Preferred 0x2A04  read Slave Latency: 0

Connection Parameters .. . -
Supervision Timeout Multiplier

Central Address Resolution 0x2AA6 read, notify Address resolution supported

Table A.3: PC-60FW Nordic UART Service Characteristics.

Characteristic UUID Property
RX Characteristic  6e400002-b5a3-f393-e0a9-e50e24dcca9e  write, write no response
TX Characteristic  6e400003-b5a3-f393-e0a9-e50e24dcca9e notify

2?
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Table A.4: Wellue FS20F GATT Primary Services.

Service UUID
Generic Access 0x1800
Generic Attribute 0x1801
Device Information 0x180A
Unknown Service O0xFFEO
Unknown Service OxFFE5
Unknown Service OxFFCO
Unknown Service 0xFF90
Unknown Service  0xFDO0O

Table A.5: Wellue FS20F Generic Access Characteristics.

Characteristic UUID  Property Value
Device Name 0x2A00 read VTM 20F
Appearance ~ 0x2A01 read Unknown

Table A.6: Wellue FS20F Generic Attribute Characteristic.

Characteristic UUID Property Value

Service Changed 0x2A05 indicate Notifications and indications disabled

Table A.7: Wellue FS20F Device Information Characteristics.

Characteristic UUID Property
Unknown 00490220-0147-7070- d

Characteristic 4121-01d002290078  "**

Flrmware. Revision 0x2A26 read
String

Hardwarg Revision 0x2A27 read
String

Manufactl.lrer Name 0x2A29 read
String

Table A.8: Wellue FS20F Unknown Service with UUID O0xFFEO Characteristics.

Characteristic UUID  Property
Unknown Characteristic OxFFE4 notify

Table A.9: Wellue FS20F Unknown Service with UUID OxFFES Characteristics.

Characteristic UUID  Property
Unknown Characteristic OxFFE9 notify, write no response

Table A.10: Wellue FS20F Unknown Service with UUID OxFFCO Characteristics.

Characteristic UUID Property
Unknown Characteristic O0xFFC1 write no response
Unknown Characteristic OxFFC2 notify
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Table A.11: Wellue FS20F Unknown Service with UUID 0xFF90 Characteristics.

Characteristic UUID Property

Unknown Characteristic 0xFF91 read, write, write no response
Unknown Characteristic 0xFF92  notify, write no response
Unknown Characteristic 0xFF93  read, write, write no response
Unknown Characteristic 0xFF94  read, write, write no response
Unknown Characteristic 0xFF95  read, write, write no response
Unknown Characteristic 0xFF96 read, write, write no response
Unknown Characteristic 0xFF97 read, write, write no response
Unknown Characteristic 0xFF98 read, write, write no response
Unknown Characteristic 0xFF99  read, write, write no response
Unknown Characteristic 0xFF9A read, write, write no response

Table A.12: Wellue FS20F Unknown Service with UUID 0xFDO0O Characteristics.

Characteristic UUID Property
Unknown Characteristic 0xFDO1 write no response
Unknown Characteristic 0xFDO02 notify, write no response
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Figure A.7: Oximetry graph in dark mode.
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Figure A.9: Respiration graph in dark mode.
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Figure A.11: Heart rate, respiration rate and temperature measurements in dark mode.
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